MHWHOBPHAYKHU POCCUN

BJIAJUBOCTOKCKUI I'OCYJIAPCTBEHHBIN YHUBEPCUTET

KA®EJIPA UHOOPMAIIOHHOM BE30ITACHOCTU

PaGouas nporpamma AUCHUIUIMHBI (MOYJIS)
NHO®OPMAILNMOHHASA BE3OITACHOCTD U 3AINUTA UTH®OPMAILINU

Hampasnenue u HanpaBiIeHHOCTD (TPOQHIIH)
01.03.04 Ilpuknannas marematuka. Lludgposas skoHOMUKA

I'ox Habopa na OITOII
2020

dopma 00yueHust
OYHas

Bnamusoctok 2023



Pabouast mporpamma mucturuimabl (Momynsi) «MHpopmanmonHas 0e301macHOCTh M 3aluTa
uHpopManum» cocTtaBieHa B coorBercTBuHM ¢ TpeboBanmsiMu ®I'OC BO mno HampaBieHHIO
noaroroBku 01.03.04 Ilpuxnannas MmaremaTtuka (yTB. mnpukazoM MwunHoOpHayku Poccum ot
10.01.2018r. Nell) u [TopsimkoMm opraHHW3aIlMi U OCYIIECTBICHHUS 00pa30BaTEIIBHON EATEITHHOCTH
no oO0pa3oBaTeNbHBIM IpOrpamMMam BbICIIETO oOOpa3oBaHMs — IporpaMMaM OakajaBpHara,
nporpaMMaM CIEeIUANINATETA, MPOTpaMMaM MarucTparypsl (yTB. mpukazoM MuHoOpHayku Poccun
o1 06.04.2021 r. N245).

CocraBurenb(un):

Ilasnuxos C.H., kanouoam mexuuueckux Hayk, npogeccop, Kapeopa ungopmayuonnwvix
mexnonoauti u cucmem, Pavlikov.SN@vvsu.ru

Hlymuk E.I'., kanouoam sxonomuyeckux Hayk, ooyenm, Kageopa mamemamuxu u

mooenuposanust, Ekaterina.Shumikl@yvvsu.ru

YTBepxkneHa Ha 3acenaHum kadenpbl nHpopMmanmoHHON OezomacHoct or 18.05.2023

poTokoia Ne 7

COI''TACOBAHO:
BaBenyromuii kadeapoi (pazpadoTynka AOKYMEHT MOAINCAH
Ao CI) AP (p P ) SJEKTPOHHOMU MOAIIUCHIO
[lymuk E.T". Cepruduxar eg 1575874368
[Homep Tpan3akuuu 0000000000BC1FAS
Brangener Hymux E.I'.




1 Iessn, nuianHnpyeMble pe3yabTaThl 00y4eHHUs 10 JUCHHUIIIMHE (MOIYJII0)

[enbto ocBoeHus: qucuuIuivHbl «MHpopMalonHas 6€30MacHOCTh U 3aluTa HHPOPMaILUN»
ABNsieTcd (OPMHUPOBAHUE Yy CTYICHTOB CHUCTEMBbl 3HaHMH B 001acTH HHPOPMALMOHHOM
0€30macHOCTH ¥ MPUMEHEHHs Ha TIPAKTUKE METOJIOB M CPEJICTB 3aLIUTHI HH()OPMAIIHH.

3a1a4y OCBOCHUS TUCLMIUIMHBL: (POPMUPOBAHUE YMEHHS 00ECIIEUUTh 3aIUTy HHGOpMALUU
1 00BeKTOB MH(popMaTH3aLUU; HOPMUPOBAHHE YMEHHSI COCTABIATh 3asSBUTEIBHYIO JTOKYMEHTAIIUIO
B HAJ30pHBIC TOCYIAapCTBEHHBIE OpraHbl HH()POKOMMYHUKAIIMOHHOW oOTpaciu; (HopMUpOBaHHE
HaBBIKOB BBINOJIHEHHsT PAabOT B 00JacTH TEXHUYECKOTO PEryIUpOBaHMA, cepTU(UKALUU
TEXHUYECKUX CPEJICTB, CHUCTEM, IIPOLIECCOB, OOOPYIOBaHUS M MaTepHalioB; (opMupoBaHHE
HABBIKOB 00€CMEYeHHs] 3alUThl OOBEKTOB HHTEJUIEKTYaJbHOW COOCTBEHHOCTH M PE3YJIbTaTOB
UCCIIeIOBaHUH M pa3palOTOK Kak KOMMEpYECKOW TalHbl MpEeanpusATHs; HacTpoika H
o0cCITy>)KMBaHUE aImMmapaTHO-IPOTPAMMHBIX CPEJICTB.

[TnanupyembIMH pe3ynbTaTaMu OOydeHHs MO AMCLUUIUIMHE (MOAYIIO), SBISIOTCS 3HAHMA,
yMEHHUs, HaBbIKH. llepedeHb MIaHUPYEMBIX PE3yJAbTaTOB OOy4YEHHs MO JUCLMIUIMHE (MOAYIIO),
COOTHECEHHBIX C IUIAHUPYEMBIMH pe3yJbTaTaMd OCBOCHHS 00pa30BaTENbHOW IPOrpaMMBl,
npezcTaBieH B Tadiuue 1.

Tabmuua 1 — Komnerenmuu, popMupyeMbie B pe3yiIbTaTe U3yUeHUS AUCIUILTUHBI (MOJTYJIs)

Kon n Pe3ynbraThl 00yUeHNS 110 AUCIUIUINHE
HazBanme Konu (bopMyITHpOBKa
OIIOII BO, (bopMynHIpoBKa HUHAKKaTOpa Kon
COKpallCHHOC KOMIETEHIIUH AOCTHICHHA pesyib DopMyIMPOBKA Pe3yabTaTa
KOMIIETEHIIUH
Tara
01.03.04 VK-8 : Crocoben VK-8.2B : Bnageer P1 3HaHuE | COBPEMEHHBIX 3aKOHOB,
«[Ipuknagaas | co3maBaTh U HaBBIKAMH CTaHAAPTOB, METOIOB U
MaTeMaTHKa» | MOAACP)KUBATH B KyJIBTYPHI TEXHOJIOTUH B 00JIaCTH 3aIUTHI
(b-IIM) [IOBCEIHEBHON 0€e30I1aCHOCTH U nHbOpMaLIUU

SKU3HU U B pucK PO10 | Ymenue | ympaBisiTb HHPOPMALMOHHON
HnpoeCCHOHANBHON | OPHUEHTHPOBAHHBIM 0€301aCHOCThIO OPraHHU3aAINH
ACATEILHOCTU MBIIIJICHUEM 110 PA11 HaBpIk | BIageHHs METOAAMH OLEHKH
66301‘[8.CHBI€ BOIIpocaM pHuCKOB I/IH(l)OpMaI_II/IOHHOﬁ
ycioBuA 0€e30MacHOCTH 1 0e30MacCHOCTH
KU3HEACATETBHOCTH | COXpaHECHUS P12 3HaHHe | TPeGOBAHMIA K 3aIIUTE
AL COXpaHCHU OKpYIKaromeH nHpOpPMALNH ONPEaeTIeHHOTO
HPHUPOJHOM cpelibl, | cpelbl THTIA
0660136‘13““’1 P13 YMeHue | MCIOJIb30BaTh COBPEMEHHBIC
YCTOMIHUBOIO IIPOrpaMMHO-aMNapaATHbIE
Pa3BHTHs OOLICCTBA, CPEeACTBA 3aIMUTHI HH(OpMAITIH
B TOM HHCIIC TIpH P/14 | Ymenue | oGecreunBaTh 3alUTy
yrpose uHpOpMaIUK
BOSHHKHOBCHHH PS5 HaBbik | BiageHus COBpeMEHHBIMU
Ype3BBIYANHBIX

MeToJaMU 00€eCIIeYeHHS
3aIIUThl HHPOPMALIUH

P16 3HaHWE | COBPEMEHHBIX METO/IOB U
CPEACTB 3aIIUTHI HHPOPMALIUH
pPa7 YMeHne | aHaJIM3UpOBaTh
HHGOPMAINOHHYIO
0€30I1aCHOCTh OpTraHM3aIHH
P8 HaBbik | BiazeHUst COBpEMEHHBIMU
TEXHOJOTHSIMU W METOJIAMHU
obecrieueHus
MHPOPMALMOHHON
0€30aCHOCTH OpraHu3aluu
P19 3HaHue | COBPEMEHHBIX TEXHOJIOTUH,
METOJMK U CPEACTB 3aILUTHI
nHbOpMAIUU

cuUTyauui u
BOCHHBIX
KOH(JIHNKTOB




2 MecTo qucuuminnbl (MoayJsi) B ctpykrype OINIOII

Huctunnuna «MupopManmonHas 0e30mMacHOCTh M 3amuTa UHGOpPMAlUu» BXOJUT B
6a3oByto yacth bioka 1 Jluctumnnuuel (Moynn) yueOHOTO TUIaHa.

3. O0beM AUCHUNIMHBI (MOTYJIA)

O0beM nmUCIMIUIMHBI (MOIYNIS) B 3a4CTHBIX CIWHHUIIAX C YyKa3aHHEM KOJHYECTBA
aKaJeMHYeCKUX 4YacoB, BBIJCICHHBIX HAa KOHTAaKTHYIO paboTy ¢ oOydarommmucs (MO BHIAM
Y4eOHBIX 3aHATUI) U HA CAMOCTOSITEILHYIO pa0oTy, IPUBEICH B TabIuUIIE 2.

Tabmuia 2 — O0mas Tpy10eMKOCTh JUCITUTITHHBI

Tpyno- OO0BEeM KOHTAKTHOH paboThI (dac)
CeMeCTp €MKOCTh
Hamane | P | daens | S Ayatopuzs Bueaymn | cpe | et
OI1OII BO v VI wép YRUTOp TopHas
HHs ( > (3.E)) Bcero Tarun
0300)
JeK. | mpak. nab. A KCP
01.03.04
[puknagnas (61(0) bl.b 5 3 73 36 36 0 1 0 35 €]
MareMaTHKa

4 CTpyKTypa U co/iepKaHue TUCUUILTHHBI (MOTYJIsfA)

4.1 Crpykrypa gucuuniauasl (monyJs) xisga OPO

TemaTHueckuil TIaH, OTpaXKaroIUK coAepkKaHUe AUCLUILUIMHBI (IEPEUEHb PA3ACIOB U TEM),
CTPYKTYpUPOBAHHOE IO BUIAM Yy4YeOHBIX 3aHATUN C yKa3aHHMEM HX OObEMOB B COOTBETCTBUM C
y4eOHBIM IIJIaHOM, ITpUBEJEH B Tabmuue 3.1

Tabmuua 3.1 — Paznmensl qucuuruiiHel (MOAYAs), BUIBI y4eOHOM AEATENBHOCTH U (HOPMBI
Tekymiero Koutpods aiast OPO

Kox pe- Kon-Bo yacoB, OTBeAEHHOE Ha Dopma
No Ha3Banue Tembl 3yJIbTaTa
Jlex IIpakr J1ab CPC TEKYyLIEro KOHTPOJIS
00yUeHHs
Beenenue B
1 | uadopmannoHHyIO PI1, P16 2 0 0 2 CobecenoBanue
6€30MacHOCTb
IIpumenenue
WHPOPMAIIHOHHBIX
TEXHOJIOTHUH I U3yUCHUS OTUET 10 MPAKTHYECKOF
2 | BOIPOCOB OPraHU3aLMOHHO- P/l 0 2 0 3
HPaBOBOTO 00ECIIEYEHHS padore
HHPOPMAIIMOHHON
6€30macHOCTH
[IpaBoBoe obecnieuenue
3 | uadopmanuoHHOH P11, P12 6 0 0 3 CobecenoBanue
6€30MacHOCTH
Hcnonp3oBanue P13, P14, .
4 | xpunrorpaduueckux cpeacts | PI6, PAS, 0 6 0 3 OTHCT MO MPAKTHHCCKOH
3aIUThl HHOpPMALUH P19 padore
061)raHH3auH0HH0e PII2, PII4,
5 | obecuetenne P17, P8, 6 0 0 3 CobecenoBanue
HHPOPMAIIMOHHON PJI10
6€30MacHOCTH
P2, P/14,
Peanuzanus paboTs PJli6, PA7, .
6 | mHOPaCTPYKTYpPBI OTKPBITHIX P9, 0 6 0 3 OTACT IO MPAKTHHECCKON
KITroueit PJ110, pagore
P11
TexHuveckue cpeacTa u P13, P/14,
7 | MeTOIBI 3aIMThI PJI5, PL16, 6 0 0 3 CobecenoBanne
“HpOpMAIHN PA7,POA9



3 CpexnctBa creranorpadun PJIS, PJI9 0 6 0 3 OTYeT IO MPAaKTHIECKOi
JUTS 32IIUTH] HHOPMAIHH i pabote
[IporpammHo-anmnapatrHbie PII3. P14,

CpEeICTBAa U METO/BI P15, PJ7

9 | obecneuenus P Z[S’ P I[9’ 8 0 0 3 CobecenoBanue
HHPOPMAIIMOHHOW P I’H | ’
6€30macHOCTH

10 Hacrpoiika 6e3omacHoro g'gz’ gﬁg’ 0 8 0 3 OTYET I10 IIPAKTUYECKON
CETEeBOTO COCMHCHUS PJIO. PJII 1 pabore
Kpunrorpagpuueckue meronst | PJS, P/I8,

11 sauTH MHbOpMALIH P19, PJTI 1 8 0 0 3 CobecenoBanue

PA3, P/14, o

12 AHTI/IBprCHbIe cpeacraa PH5 PI[9 0 8 0 3 OTHYET IO MPAKTHYCCKOU

3amuTHl HHGOpMaIu P i[l ] ’ pabote
Htoro no Taéanue 36 36 0 35

4.2 CopaepsxaHnue pa3iesioB U TeM TUCHUILIHHBI (MoayJs) niass ODO

Tema 1 Bseoenue 6 ungopmayuonuyro 6e30nacrocmo.

Conepxxanne Tembl: HHbpopmannonnas Oe3zomacHocTh. OCHOBHblE NOHATHSA. Mopenu
MHPOPMALMOHHON Oe3omacHoCTH. Bupl 3amuniaeMoii nHGoOpManuu.

@opMBl U METOABI TPOBEACHHS 3aHATHI MO TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JIEKITMOHHOE 3aHATHE.

Buapl caMOCTOATENBHON TOATOTOBKM CTYIEHTOB 1O Teme: [1oAroroBka K KOHTPOJIBHBIM
BOIpOcaM codeceloBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAlIUH.

Tema 2 Ilpumenenue UHGOPMAYUOHHBIX MEXHONO2UL O U3VYEHUs  B0NPOCO8
OP2aHU3AYUOHHO-NPABOBO2O 0beCcneyeHUs UHDOPMAYUOHHOU DE30NaACHOCTU.

Conepxanue Tembl: HMcronb3oBaHue 0a3 JaHHBIX JUISL HAXOXKACHUS M U3YyYEHHUS
HOPMAaTHBHBIX IOKyMEHTOB B 00J1aCTH UH(OPMAIIMOHHON 0€30IacHOCTH.

@opMbl M METOJBl NPOBEACHUS 3aHATUH IO Teme, NpUMEHseMble 00pa3oBaTelIbHbIC
texHozioruu: [IpakTuueckoe 3aianue.

Bungel caMoCTOATENBHOM MOATOTOBKM CTyIeHTOB Mo Teme: IloaroroBka otdera 1o
MPaKTUYECKO paboTe, MOArOTOBKA K IPOMEKYTOUHOU aTTEeCTAIINH.

Tema 3 Ilpasosoe obecneuenue ungopmayuoHHol 6e30nacHocmu.

Copneprxanme Tembl: OCHOBHBIE HOPMAaTHBHO-TIPABOBBIE aKThI B 00JIACTH WHPOPMALTMOHHOM
Oe3onacHoctu. [IpaBoBble  OcOOEHHOCTH  oObOecredeHuss 0e30MacHOCTH KOH(UIEHINAIbHOM
UH(POPMALIUU U TOCYJApPCTBEHHOMN TalHBI.

@opMBl U METOABI TPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
TEXHOJIOTMH: JIeKInOHHOE 3aHsATHE.

Buasl camoCTOATENBHON MOArOTOBKM CTYAEHTOB IO Teme: [IoaroroBka K KOHTPOJIBHBIM
BOIIpOCaM coOecej0BaHusl, TOArOTOBKA K TPOMEXYTOYHOH aTTeCTallUH.

Tema 4 Hcnonvzosatue Kpunmozpaguyeckux cpeocms 3auumol UHGoOpMayuu.

Conepxxkanre Tembl: Co3gaHue 3amu@poBaHHBIX (AiIOB M KPUNTOKOHTECHHEPOB M HX
pacudpoBaHue.

®opMBl U METOABI TPOBEICHUS 3aHATHUA TO TEeMe, NPUMEHsIEMbIe OOpa30BaTEIbHBIC
texHosoruu: IIpaktuyeckoe 3aganue.

Buapel caMocTOATENbHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 1o
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIlUU.

Tema 5 Opeanuzayuonnoe obecneuenue UHGOPMAYUOHHOU 6e30NACHOCMU.



Conepxxanne Tembl: OCHOBHBIE CTaHAApThl B 00jacTu obOecredyeHus: WHGOPMAIMOHHON
6e3onacHoctu. [TonuTuka 6e30macHoCTH. DKOHOMUYECKasi 0€30MaCHOCTh MPEITPUSITHS.

@opMBl M METOABI MPOBEICHMS 3aHATHH IO TeMe, IMPUMEHSEMbIe 00pa3oBaTeIbHbIC
TEXHOJIOTUH: JICKITMOHHOE 3aHATHE.

Buzabl caMocTOATENbHON MOATOTOBKM CTYACHTOB 1O TeMe: IloAroroBka K KOHTPOJIBHBIM
BOIIpOcaM cobeceI0BaHusl, OATOTOBKA K MPOMEXKYTOUHOM aTTeCTaliH.

Tema 6 Peanuzayus pabomsi uHppacmpyKkmypsl OMKpPbLMbIX KIOUell.

Conepxanne TteMbl: Co3gaHME YIOCTOBEPSIOIIETO LIEHTpa, TIeHEepalus OTKPBITBIX MU
CEeKPETHBIX KIIOYEeH, co37aHHe CEePTU(PHUKATOB OTKPBITBIX KIIOYEH, CO3JaHHUE 3JIEKTPOHHOU
MOJINCH, IPOBEPKA IJIEKTPOHHOU MOATIHCH.

@opMBl MU METOABI NPOBEACHMS 3aHATUI 1O TeMe, NPUMEHsAEMble 00pa30BaTEIbHBIC
TexHosnoruu: [Ipakrnyeckoe 3ananue.

Bunbel camocToATEnbHOW NOATOTOBKM CTYAE€HTOB mo Teme: IloaroroBka ordera 1o
MIPAKTHYECKON paboTe, MOArOTOBKA K IPOMEKYTOUHOM aTTeCTal|H.

Tema 7 Texnuueckue cpeocmea u Memoosl 3auumsl UHGOPMAYUU.

Copnepxanue Tembl: MHxeHepHas 3amuTa 00bEKTOB. 3amura HHPOPMAIMK OT YTEYKU IO
TEXHUYECKUM KaHaJlaM.

@opMBl U METOABI MPOBEACHMS 3aHATHUI 1O TeMe, NPUMEHsEMble 00pa30BaTEIbHBIC
TEXHOJIOTUH: JIEKIIMOHHOE 3aHATHE.

Bunpl caMocTOATENBHON MOATOTOBKHM CTYAEHTOB 10 Teme: [loAroroBka K KOHTPOJIBHBIM
BOIIPOCaM cOOece0BaHusl, OArOTOBKA K TPOMEKYTOYHOM aTTeCTALUH.

Tema 8 Cpedcmea cmeeanozpaghuu 05 3auumol UHGOPMAYUU.

Conepxanue TeMbl: Vcnonb3oBaHue cpecTB cTeraHorpaduu A 3auuThl (ailyios.

@opMBl U METOABI TPOBEACHMS 3aHATHI 1O TeMe, NpUMEHseMble 00pa3oBaTeIbHbIC
texHosioruu: IIpaktudeckoe 3aganue.

Buael caMocTOSITENbHOM MOATOTOBKM CTYAEHTOB 10 TeMe: IloaroroBka oryera 1Mo
MPAKTHYECKON paboTe, MOArOTOBKA K TPOMEKYTOUYHOM aTTeCTaI|H.

Tema 9 Ilpoepammmno-annapamusie cpedcmea u memoovl obecneueHusr UHGOPMayuUoHHOU
bezonacnocmu.

Conepxanrie TeMbl: OCHOBHBIC BHJBI CETEBBIX M KOMITBIOTEPHBIX yrpo3. CpeicTtBa
METO/IBI 3AIUTHI OT CETEBBIX KOMITBIOTEPHBIX YIPO3.

@DopMBI M METOJABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHsSEMbIe 00pa30BaTeIbHBIC
TEXHOJIOTUH: JICKITMOHHOE 3aHSTHE.

Bunbl caMoCTOSTENBHON MOATOTOBKH CTYIEHTOB MO Teme: [1oAroToBka K KOHTPOJIBHBIM
BOIIPOCaM cOOeceI0OBaHMS, MOATOTOBKA K MPOMEKYTOYHON aTTECTAIINN.

Tema 10 Hacmpoiixa 6e30nacrhoco cemegoeo coeOuneHusl.

Conepxanne Tembl: Co3laHue 3alIMIICHHOTO KaHaja CBSI3W CPEACTBAMH BHPTYaJILHOM
YaCTHOM CETH.

@opMBI M METOJABI TPOBEACHHS 3aHATHH TIO0 TeMe, NPUMEHsSEMbIE 00pa3oBaTeIbHBIC
texHosioruu: [IpakTuueckoe 3amanue.

Bunel camocToATenpbHONW MOATOTOBKHM CTYAGHTOB 1O Teme: I[loAroTroBka orTdera IO
MPAKTHYECKOH paboTe, MOJrOTOBKA K TPOMEKYTOYHOH aTTeCTaIIH.

Tema 11 Kpunmozpaguueckue memoost 3auumol UHhopmayuu.

Copnepxanue Tembl: CUMMETpUYHBIE U aCCUMETPUUHbIE cUcTeMbl mudpoBanus. L{udpossie
noanucu (DnekTpoHHble noanucu). MHpacTpykTypa OTKpBITHIX Kitoueil. Kpunrtorpaduueckue
IIPOTOKOJIBI.

@opMbl M METOJBl NPOBEAEHUS 3aHATUH IO TeMme, IpPUMEHseMble 00pa30BaTENIbHbIC



TexHoaoruu: JIEKIIMOHHOE 3aHsITHE.
Buael camocTOSTENBHONM MOATOTOBKH CTYAEHTOB MO Teme: [loAroroBka K KOHTPOJIbHBIM
BOIpOcaM codeceloBaHus, MOATOTOBKA K MPOMEKYTOYHON aTTeCTAlIUH.

Tema 12 Aumusupychvie cpedcmea 3auumsl UHGopmayuu.

Copepxanue TeMbl: M3yueHre HACTPOEK CPEAICTB aHTUBUPYCHOM 3aIUTHI HH()OPMAIIUH.

®opMbl U METOIBI TPOBEICHUS 3aHATUM MO TeMe, MNPUMEHsIEMble 0Opa30BaTeIbHbIC
texHosioruu: IIpaktuyeckoe 3ananue.

Buapel caMoCTOATENBHOM NOATOTOBKM CTYIEHTOB 10 TeMe: IloaroroBka oryera 10
MpaKTUYECKON paboTe, MOArOTOBKA K MPOMEKYTOYHON aTTECTaIUU.

5 Metoanueckue yKazaHus 1Jis 00y4arOIIMXCH M0 U3YYEHUIO U PeaTu3allui JUCHUIIMHBI
(Moay.Jis1)

5.1 Meroauueckne peKOMeHIAUUH OOyYAIUMCH MO0 HU3YYEHUI0 JUCHUIUIMHBI W 10
o0ecrneYyeHNI0 CAMOCTOATEILHOI padoThI

Tekymiast camocTosTenbHas padora o kypcy «HpopMarmonHas 6€30MacHOCTh U 3aIlUTa
uH(bOpMallMK) HalpaBjieHa Ha yIIyOJeHHE W 3aKperyieHHe 3HaHWM, Ha pa3BUTHE MPAKTUYECKUX
YMEHHUH U BKIIIOYAET TaKhe BUJbI paboT, KaK:

- paboTa C JeKIIMOHHBIM MaTePHUAIIOM;

- paboTa ¢ peKOMEHI0BaHHOW JIUTEPaTypON MPH MOATOTOBKE K MPAKTUUECKUM 3aHATHUSIM;

- IOATOTOBKA K 3K3aMEHY.

[Tpu uzyuyenun aucuuruivHabl «MHbopManmonHas 6€30MacHOCTh M 3alluTa MHGOPMAILUN»
pEKOMEHAYeTCSl pEHUTHHrOBasi TEXHONOTUs OOydYeHHs, KOTOpass TMO3BOJISIET pPeaanu30BaTh
HETPEPHIBHYI0O M KOMIUIEKCHYIO CHUCTEMY OIICHMBAaHUS YYEOHBIX JOCTHXKCHHH CTYICHTOB.
HenpeprIBHOCTh 03HayaeT, 4YTO TEKYIIUWE OLCHKH HE YCpeAHSIOTCS (Kak B TPaIULMOHHOMN
TEXHOJIOTHH), & HENPEPBIBHO CKJIAJbIBAIOTCS HA NPOTSHKEHUH CEMECTpPA IPU U3yUEHUH IIEPBOTO WIIH
BTOPOTO MOJYJsl. KOMITJIEKCHOCTh O3Ha4aeT ydeT Bcex (GopM ydeOHOH M TBOpUECKOH paboThHI
CTyJIeHTa B T€YCHHE CEMECTpA.

PefiTuHr HampaBieH Ha MOBBIIIEHHE PUTMHUYHOCTH U 3(PPEKTHUBHOCTH CAMOCTOSTEIHHOMN
paboTh! cTyneHToB. OH OCHOBBIBAETCS Ha IIMPOKOM HCIIOJIb30BAHUU TECTOB U 3aMHTEPECOBAHHOCTH
Ka)KIOr0 CTYJIEHTa B MOJTY4YeHUH 00Jiee BRICOKOM OIEHKU 3HAHUN MO JUCIUILTHHE.

[TpyHUMIIBI pEeHTUHIA: HENpPEpPBIBHBIA KOHTPOJb (B MJ€ale Ha KaXKIOM U3 ayIUTOPHBIX
3aHATUH) W TONMy4deHue OoJiee BBICOKOM OIICHKHM 3a padoTy, BBHINIOJHEHHYIO B cpok. [lpum
NPOBEICHUN NPAKTUUYECKUX 3aHATHH HEOOXOAMMO MpeaycMaTpuBaTh IIMPOKOE HCIIOJIb30BaHUE
aKTUBHBIX U UHTEPAKTUBHBIX (POPM (KOMIBIOTEPHBIX CUMYJIALIUMN, IETOBBIX U POJIEBBIX UTP).

PeiiTuHr BKITIOYaeT B ceOs JBa BHIA KOHTPOJIS: TEKYIIHH, TPOMEKYTOUYHBIH U UTOTOBBIH IO
JUCLIUIINHE.

Texymmii koHTpoIb (TK) - OCHOBHAs YacTh pEUTUHIOBON CHCTEMBI, OCHOBaHHAsI Ha OETIOM
orpoce pa3 B HEJENo WK B JBe Heaenu. DopMbl: OlleHKa 32 cladyy TEOPETHUECKUX MHHHU3A4YETOB,
BBITTOJIHEHHE HWHIUBUAYAIBHBIX 3aJaHUA M TpakTHUeCKuX paboT. Baxwueimeir ¢opmoit TK,
MO3BOJIAIOIIEH OMPOCUTH BCEX CTYACHTOB Ha OJJHOM 3aHSITHH SIBJISIFOTCSI TEOPETUUYECKUE MOJTYIIH, Ha
KOTOPBIX CTYZEHTHI CAMOCTOSITEILHO OTBEYAIOT HA BOIPOCHI AJIs1 CAMOCTOSITEIBHON OLIEHKH.

KoHTposbHBIE BONPOCHL ISl CAMOCTOATEIBHOW OIIEHKM KauyecTBAa OCBOEHUS YyueOHOM
JUCITUTIAHBI

Tema 1. BBenenue B mH(GOpMaMOHHYIO 6€30MaCHOCTh

Yro Takoe nHpopMannoHHast 0€30MacHOCTh?

[Tepeuncante OCHOBHBIE YTPO3bl HH(POPMAIIMOHHON 0€30MaCHOCTH.
Kakue cymecTByroT Moieny HHPOPMALMOHHOM Oe30macHOCTH?
Kaxkune metoap! 3amuThl H”HGOPMAIIH BBIICIISIOT?

b=
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Uto Takoe MpaBOBBIE METOBI 3AITUTHI HHPOPMAITUH?
Yro Takoe opraHU3alMOHHbIE METO/IbI 3aIIUTHI MHpOpMaK?
Uro Takoe TEXHUYECKHUE METOIbI 3aIUTHI HHGOpMaIUu?
Yro Takoe mporpaMMHO-aIMapaTHBIE METO/IbI 3alIUTHI HH(pOpMAIUn?
UYro Takoe kpuntorpaduueckue MeTo bl 3aluThl HH(OpMaLun?
Uro Takoe (huznuecKkre MeTo bl 3auThl HHopMaru?
Kakwue rnaBHBIE rocy1apcTBEHHBIC OPTraHbl B 00s1acTH obecrieueHust nHHOPMAITMOHHOH
6e3omacHoctu?
[Tepeuncanre BUABI 3aIUIaeMON HHPOpMAITUH.
Tema 2. [IpaBoBoe obecnieueHrne HHPOPMAITMOHHOMN 6€30MaCHOCTH

. IIpaBo. McTouHuku mpasa.

Kakue ocHOBHBIE 3aKOHBI B 00J1aCTH 3aIUTH HHQOopMaryu B PO?

. Ilepeuncnure ocHOBHBIC 11eTH U 3aa4n PD B o06acTu o0ecriedeHus: HHOOPMAITMOHHOM

0e30macHOCTH

Crparerust HaMOHAIBHOHN Oe3omacHoCcTH. JlokTprHa HHDOPMAIIMOHHONW OE30ITaCHOCTH.
UYro Takoe koH(puUAeHIMaTbHAs HHbOopMaIus?

UTto Takoe nepcoHalIbHbIE JaHHbIE?

B kakux ciyyasx BO3MOXHO MCIOJIB30BaTh MEPCOHAIBHBIC TAHHBIE 0€3 Corjacus
oOnamxareis?

Oxapakrepu3yiite OMOMeTpHUUECKHEe JaHHBIE KaK MePCOHATbHBIC JTaHHBIC.

. Yto Ttakoe npodeccuoHanbpHas TaitHa?
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

Yro Takoe ciyxeOHas TaitHa?
Yro Takoe KoMMepuecKas TaiiHa?
Uto Takoe pexuM KOMMEpPUYECKOUN TalHbI?
Yro Takoe rocyapcTBeHHasl TaliHa?
Onummre NpaBoBOM PeXUM roCyJapCTBEHHOM TalHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
IToctanoBnenue npasurenserBa Nel119.
Tema 3. OpranuzanuonHoe odecrieyeHre HHPOPMALIMOHHOM 6€30MMacHOCTH

Kakune ocHOBHBIE MEXTyHapOIHBIE CTaHAAPTHI B 001acTH HH(pOpMaIMoHHON 6e30nacHOCTH?

«OpanxeBas KHUTa»

ISO/IEC 15408.

Kak cBsi3aHbl MEeXIyHapOJHbIE CTAaHAAPTHI U CTaHAapThl PD?

I'OCT P UCO/MDK 27002-2012.

I'OCT P ICO/MDK 27005-2010.

CTO BP UBBC-1.1-2007. «Aynut nHbOpPMAITMOHHONW O€30TTaCHOCTHY.

PC BP UBBC-2.2-2009. «MeToa1Ka OLIeHKH PUCKOB HapyleHHUs! HH(OpMAIIMOHHON
0e30macHOCTI.

[Tpuka3z ®CH Ne378.

. IIpuxaz ®CTIK Ne21.
11.
12.
13.
14.
15.

[Tpuxa3z @®CTIK Nel7.
[Tpukaz ®CTIK Ne31.
ITpuxa3z @CTIOK Ne28.
[Tpuxa3z ®CTIOK Ne638.
ITpuxa3z @CTIK Ne9.



16.
17.
18.
19.

20.
21.
22.
23.
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ITpuxa3z @CTOK Nel19.
ITpukas I'octexxomuccun Nel 14.
PyxoBoasiue nokymeHTsl ['ocTexkomuccuu.
Mepsl 3amuThl HHGOPMAIMK B TOCYAAPCTBEHHBIX HH(POPMAITMOHHBIX CUCTEMAX.
(Metoanueckuii tokymeHT @CTIK).
Yro Takoe MoJUTHKa 06€30MacHOCTH?
Cnyx6a 6ezonacHocTu npeanpusatus. CTpykrypa. OyHKIMH.
TunoBas MHCTPYKIUS COTPYTHHUKA 110 0OeCeYeHUI0 HH(POPMAIIMOHHONW 6€30I1aCHOCTH.
OKoHOMHYECKast pa3Belka. [IpOMBIIITIEHHBIN IIMHOHAKXK.
Tema 4. Texuuueckue cpeicTBa U METObI 3aLTUTHI HHHOPMAIUU

Uro Takoe WHKEHEepHas 3aliuTa 00bEKTOB?
Kakum ciocoObom onuceiBaeTcs MHXeHepHas 3amura. Onucarb MOJAEIb.
Kaxkwue cpencTBa npuMeHsIIOTCS IS 3alMTHI 1-ro nepumetpa?
Kakwue cpenctsa MpUMEHSIOTCS 7S 3aIUTHI 2-T0 IepuMeTpa’?
Kakwue cpenctsa mpuMeHsIIOTCS 715 3aIUThI 3-T0 iepumMeTpa’?
[ToxxapHble CUTHAIM3ALUN.
OxpaHHbIE CUTHATU3ALUN
buomertpus. buomerprnyeckne xapakTepUCTUKH.
Urto Takoe TEXHUYECKUE KaHAIbl YTeUKH HHPOpMAIUU?
[lepeuncnnTe OCHOBHBIE BUbI TEXHUUECKUX KaHAIOB YTEUKH HHpOpMayun?
Urto Takoe crenmnpoBepka?
Yro Takoe cnenuccieoBanue?
UYro Takoe cnieroOcienoBaHue?
[lepeuncnure METOBI 3aIIMTHI HMHGOPMALIUK OT YTEUKHU IO 3PUTEIHHOMY KaHAIy.
[lepeuncnute METOIBI 3AMIUTHI MHOOPMALIUK OT YTEUKH IO SJEKTPOMArHUTHOMY KaHAITY.
[lepeuncnure MeTOIbI 3aIIMTHI HH(OOPMALIUK OT YTEUKH IO SJIEKTPUUECKOMY KaHAITy.
[Tepeuncnute METOIBI 3aIMTHI MHGOOPMALIUK OT YTEUKH M0 MHIYKIIMOHHOMY KaHaly
[Tepeuncante METOABI 3aUTH HHOOPMAITH OT YTEUYKH I10 MTapaMEeTPUIECKOMY KaHaIy.
[lepeuncnure MeTO I 3aIIMTHI HHGOPMALIUK OT YTEUKHU IO BO3AYIIHOMY KaHAIY.
[Tepeuncanre MeTOABI 3aUTH HHYOPMAIIUK OT YTEUKH 110 BUOPALIMOHHOMY KaHaITy.
[Tepeuncante METOABI 3aIUTH HH()OPMAITUH OT YTEUKH 110 aKyCTOIEKTPHUECKOMY KaHaITy.
[Tepeuncnute METOIBI 3aIUTHI HH(OOPMALIUK OT YTEUKH MO ONTHKOAJIEKTPOHHOMY KaHaIy.
[Tepeuncnure cpeacTBA M METOMABI 3AIIUTH HHPOPMAIIMH OT YTEYKU HHPOPMAIIIH B
TeneOHHBIX JTUHUSX.

Tema 5. I[IporpaMMHoO-anmapaTHble CpPeICTBa M METOIbI oOecreueHuss MH(POPMAIMOHHOM

0€e30I1acHOCTH

MRS

© =R

11.
12.
13.
14.

Yro Takoe mporpaMMHO-aIapaTHbIE CPEACTBA 3aILUThI HHPOpMaLuu?

Kakne MmexaHH3MBbl peanu3yIoT NporpaMMHO-anapaTHble CPeCcTBa 3alUThl HHpopMaun?
Kakue koMnbroTepHbI€ yTpo3bl OE€30MACHOCTH CYIIECTBYIOT?

Yro takoe ceTeBas pa3Benka? Kakue MeTO/bI 3alUTHI IPOTUB HEE CYLIECTBYIOT?

Yro takoe nnbekuua? Kakue BUIbl HHBEKLINHN CyIIECTBYIOT? Kakue MeTob! 3alUThl IPOTHB
HUX CyIIECTBYIOT?

Yro Ttakoe oTka3 B 00cayxuBaHun? Kakue MeTo bl 3alIUThI TPOTHB HETO CYLIECTBYIOT?
OcHOBHBIE BUIBI IPOTPAMMHBIX YSI3BUMOCTEH.

Baknopsl.

Yro Takoe nepernosHeHue 0ydepa? MeTo bl 3alUTHI.

Yro takoe nedeKThl POPMATHBIX CTPOK? METOIbI 3alUTHI.

Yro Takoe LeI0UNCIIEHHbIE IEPENOoTHEHUsA? MeTo bl 3aIlUThI.

Ommbku 00pabOTKH UCKITIOUEHUH. MEeTO bl 3aIUTHI.

Buenpenue komana. MeTobl 3alIUTHI.

HekoppekTHbie 06paboTku omuOoK. MeTo1bl 3aIIUTHI.



15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
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I'oHkHu. MeTob! 3a1UTHL.
BrinonHenue kojia ¢ 3aBbIILIEHHBIMU TPUBUIIETHSIMU.
Artaka «Yenosek 1o cepeiuHe».
Yro takoe [P-criyppunr? Kakue MeTo ! 321U THI TPOTHB HETO CYIIECTBYIOT?
ARP.
DHCP.
NAT.
PAT.
IPv4. IPv6.
UYro takoe ARP-cniyd¢punr? Kakue MeTos! 3alUThl IPOTHB HETO CYIIECTBYIOT?
Yro takoe DNS Cache Poisoning? Kakue MeTo1bl 321U THI IPOTUB HETO CYLIECTBYIOT?
UYro Takoe NetBIOS/NBNS spoofing? Kakue MeTOIbI 3aIIUTHI TPOTHUB HETO CYIIECTBYIOT?
VPN.
ConuanbHasi HHXEHEpHUSL.
®poxa. MeToasr 60psOBI C PpoaoM.
UYro Takoe ¢pummHr? Kakue MeTo bl 3alUThI MPOTHB HETO CYIIECTBYIOT?
Kapausr. Merozb! 3alMThI OT KapAKHTa.
Darkweb.
DMZ.
AHOHUMAaM3EPHI.
[Ipokcu-cepBepsl.
Pe3epBHOE KONIMpPOBaHHUE.
Honey pot.
DLP-cucremsl. SIEM-cuctemsi.
Ckanepbl 0€30MacHOCTH.
Cucrtembl 00HapYKEHUS! BTOPKEHUH.
Cucremsl Ipe1OTBPALLEHUS BTOP>KEHUN.
Bpenonocuslie mporpammel. KomnbrorepHbie BUPYChl. Buibsl BUpyCOB.
OKCIIJIONUTBI.
Mexanusm paboTsl BUpyca.
AHTUBHpYCHI. Buibl aHTUBHPYCOB.
MexaHu3Mbl pabOThl aHTUBUPYCA.
MexceTeBOM IKpaH.
Tema 6. Kpunrorpapuueckue METOAbI 3alUTHI HHPOPMAIUH

Uro takoe mudp? Kakue Buabl mudpoB CymecTByOT?

Yro takoe cummeTpuuHbId mugpp? Kakue cuMMeTpuyHbie MUl HCIOIB3YIOTCS ceiyac?
Uro Takoe accumerpuuHblid mudp? Kakue accumerpudnbie MUGphI UCTIONB3YIOTCS ceituac?
[TpuHIUI TOCTPOEHUS] CHMMETPUYHBIX MU(PPOB.

[TpuHIMI TOCTPOEHHS ACCUMETPHYHBIX IIH(POB.

CrannaptHble UADPHL.

[Torounsie MU pPHI.

Yro Ttakoe xem-¢pyHknusa? Kakue Buapl xeu-GyHKIUI Bbl 3HaeTe?

epeBo Mepkna.

Yro takoe uupoBasi MOAMUCH?

. ludporas moamucy RSA.

. Hudposas noanucey Inb-I"amarns.

. Uro takoe nHPPACTPYKTYpa OTKPHITHIX KIFOUEH?
. JKW3HEeHHEBII UK KIIF0Ya.

AyTteHTH(UKanMs, HIeHTH(PUKALNS, BepUDUKAIHS, aBTOPH3ALIIHSL.

. IIpocreiinme NpoTOKOIbI HIEHTU(DUKALINH.
. OcHoBHoi1 npotokon Kerberos.
. IPSec.



19. Blockchain.

20. Yro Takoe creranorpadus? Ilonarue cteranHokoHTeHHEpa.

21. Kakue BUIbl CTETAHOKOHTEHHEPOB CYLIECTBYIOT?

22. Metonbl CO3/1aHUSI CTETAHOKOHTEHHEPOB HA OCHOBE TEKCTOBOM MH(pOPMALIUH.

23. MeTobl CO3/1aHMs CTETAHOKOHTEHHEPOB HAa OCHOBE BHICOMH(OPMAIIUU U CTOTI/KaIPOB.
24. Mertobl CO3/1aHUS CTETAaHOKOHTEHHEPOB HAa OCHOBE ayHOMH(POPMALIUH.

25. IudpoBsie BOJSHBIC 3HAKH.

OcnoBHas nenb TK: cBoeBpeMeHHas OLIEHKA yCIIEBa€MOCTH CTYAEHTOB, MOOYKIaromas ux
paboTaTh paBHOMEPHO, UCKJIIOYasi MaJIble 3arpy3Ku WU MEPETPy3KU B TEUCHHE CEMECTPA.

JlexuMOHHBIE 3aHATHA KEJIATEIBHO NMPOBOANTH B PEKHMME MPE3CHTALMM € JEMOHCTpanuen
IIPUMEHEHNSI OCHOBHOT'O MaTepUala, U3J1aracMoro B TeMe. JTO CyIIECTBEHHO YIIy4IlaeT JUHAMUKY
JIEKIIHM.

IlenecooOpa3Ho obecrneunBaTh CTYACHTOB Ha 1-2 JIEKIIMU BIEpe] pa3laTOYHBIM
MaTepHaioM B 3JIEKTPOHHOM BHJIE (CIIOKHBIE CXEMBbl, I'paMKH, aHATUTHYECKHE HCCIEIOBaHUS U
ONOpHBIA KOHCNEKT). OCHOBHOE BpeMsl JIEKIMH JIydllle TPAaTUTh Ha MOJAPOOHBIE aHATIUTHYECKHE
KOMMEHTAapUH U OCOOCHHOCTH NMPUMEHEHHsI paccCMaTpUBaeMOro marepuaiga B IpodecCHOHATbHON
JESITEIIBHOCTH CTY/IEHTA.

[TpakTueckue pabOTHI CleyeT MPOBOAUTH B KOMIIBIOTEPHOM KJlacce JINOO B ayTUTOPHH C
MYJIBTUMEIUHHBIM 00OPYOBaHUEM, UCIIONb3Ysl OPUTHHAIBHYIO METOAUKY U MpodecCHOHaNbHbIE
nporpaMMbl. MOKHO pEKOMEH0BATh YCTAaHOBKY OpUTMHaibHBIX nporpamMm Ha IIK cTyneHTOB M
BBITNIOJHATB P 3a1ad JoMa. B 3ToM ciydae B KilacC€ OCHOBHOE€ BHHUMAaHHME KOHLICHTPUPYETCS Ha
METOJIMKE UCIIOJIb30BaHUsl HA3BAHHBIX TPOIPAMM U aHAJIN3€ MTOJIyYEHHBIX PE3YJIbTaTOB.

[Tpomexyrounbiii koHTpoib (IIK) - »3TO mpoBepka 3HAHMI CTYIEHTOB IO pa3zeiy
nporpaMMbl. @opMel: Onpoc MO TEOPUH CONIACHO CIIUCKY BOIPOCOB JUISl CAMOCTOATEIBHON OLICHKU
YCBOEHHMSI MaTepHana.

ens IIK: moOyauTh CTYACHTOB OTYMTATBCS 32 YCBOEHHE paslena JUCIUTUIMHBI
HaKOMMTEIbHBIM 00pa30oM, T.€. CHayasa 3a MepBbIil, 3aTeM 3a BTOPOM, 3aTeM 3a TPETU pa3ielbl U
T.J. B KOHEYHOM HTOre MHOTME€ CTYAEHThl MOTYT HOJYYHUTh WUTOTOBBIE OLIEHKH IO TUCIUIUINHE
«aBTOMAaTOM.

Htoroselii koHTposb no auctumnuie (MK/) - 3To mpoBepka ypoBHS y4eOHBIX JOCTHKEHUN
CTYAEHTOB IO BCEH AMCHMIUIMHE 3a cemecTp. Dopmbl KOHTpOJsA: 3k3aMeH. llenp uTorosoro
KOHTpOJIS: IpoBepka 0a30BBIX 3HAHMN JUCLUIUIMHBL, MOJYYEHHBIX HpPU H3YYEHUM MOAYI,
JIOCTaTOYHBIX JJIS TIOCIIEAYIONIETO 00yUeHHS.

Bonpocs! k sk3aMeHy U1 OIIEHKH KaueCTBa OCBOCHUS YU€OHOM JUCIUILTNHBI

1. Llenu rocynapctBa B obsacti odecrieueHust HH(HOpMaIMOHHON 0€30IacHOCTH.

2. OcHOBHBIE HOPMATUBHBIE aKThl PD, CBsI3aHHBIE C TPABOBOM 3aIIUTON WH(POPMALIUH.

3. Buabl KOMIBIOTEPHBIX MPECTYIIIICHUM.

4. CriocoObl 1 MEXaHU3MBbI COBEPIIEHUS MH()OPMAITMOHHBIX KOMIIBIOTEPHBIX MPECTYTIICHUH.

5. OcHOBHbIE TapaMeTpbl U 4YepThl MH(YOPMALMOHHOW KOMIBIOTEPHON NPECTYMHOCTH B

6. Komnbrorepusiii Bupyc. OCHOBHBIE BUJIbI KOMIIBIOTEPHBIX BUPYCOB.

7. MeTroasl 3aIATHI OT KOMITBIOTEPHBIX BUPYCOB.

8. Tunbl aHTUBUPYCHBIX ITPOrPaMM.

9 . 3ammTHl OT HECAaHKIMOHHUPOBAHHOTO JoCTymna. MneHTudukanus u ayTeHTU(PUKAIH
M0JIb30BATEIS.

10. OcHOBHBIE YTpO3bl KOMIIBIOTEPHOU O€30MaCHOCTH NpU paboTe B ceTd MHTepHeT.

11. Bunp! 3anumniaeMoit ”HpOpMaIIuH.

12. T'ocynapcTBeHHas TaitHa Kak 0COOBIN BH]T 3aIIAIIIAeMO HH(GOPMAITHH.

13. KondunennuansHast uH(popMaIus.

14. Cuctema 3a1iuThl FOCYAAPCTBEHHON TalHBI.

15. ITpaBOBOI1 pe’KUM 3aIUTHI TOCYAAPCTBEHHON TalHBI.

1 6. 3amuTa WHTEIIEKTYallbHOM COOCTBEHHOCTH CPEICTBAMHU ITATEHTHOTO M aBTOPCKOTO
npasa.



17. MexayHapoaHOE 3aKOHOIATeILCTBO B O0JIACTH 3aLIUTHI HH(OPMAIIHH.

18. [IporpamMmMHO-anmapaTHbie CpeAcTBa obecrneueHuss HHPOPMAIIMOHHON O€30MacHOCTH B
UH(POPMALIMOHHBIX CETAX.

19. CummeTpuvHbIe TIH(PHI.

20. AccumetrpuyHbIe MUDPHI.

21. Kpunrorpaguueckue npoTOKOIbI.

22. Kpunrorpaduueckue xem-QyHKINH.

23. DAeKTpOHHAs MOAMUCH.

24. Opranu3aimoHHOe oOecrneueHne HHPOPMAIIMOHHOW 0€30TTaCHOCTH.

25. Cnyx6a 6€301acHOCTH OpPTraHU3alNH.

26. MeTo/b! 3a1IMTHl UHPOPMALIUU OT YTEUKH B TEXHUUECKUX KaHaJax.

27. UnxeHepHas 3alluTa 1 OXpaHa 00bEKTOB.

Pacnipenenenne 00bEMOB pA3IMYHOTO BHJA KOHTPOJIEH MOXKHO HPOMJUIFOCTPHPOBATH
CIeyoUMMHU nudpaMu Ha MpPUMEpPEe ceMecTpa: TeKyUIMi KOHTpoib — 40 yCIOBHBIX OaljioB;
MIPOMEKYTOUHBIA KOHTPOJIb - 30 YCIOBHBIX OaiioB; HTOTOBBIH KOHTPOJb - 30 yCIOBHBIX 0OaylIOB.
Bes aucuumuimba onenuBaercss B 100 ycnoBHBIX OasijioB, €ciii BCsSl JUCLMIUIMHA OLIEHUBAETCs
dpoit, orauuHoi ot 100 GansoB, TO MOJ YCIOBHBIM 0ajuIoM CIEAyeT MOHUMAaTh NMPOLEHT OT
MaKCHMaJIbHOTO YHCIia OaljIoB.

[Tpu sTOM HeiicTBYeT cieayomas cucTeMa MepeBoAa peHTUHIOBBIX (YCIOBHBIX) OaljioB B
OOBIYHYIO IIKATy KadeCTBEHHBIX OLeHOK: «Otmmuno» (5) - 91-100 ycioBHBIX 6a/I0B; «XOpOLIO»
(4) - 75-90 ycnoBHBIX OaiOB; «YmoBiaeTBOpHUTEdbHO» (3) - 61-74 ycClIOBHBIX OaJJIoOB;
«HeynosnerBopurensHo» (2) -

[TpuBenennbie UGPHI TOBOPAT O TOM, YTO HA JIOOOH CTaguu OO0ydeHHE CTYACHTa MOXHO
CUMUTaTh YJIOBJIETBOPUTENIBHBIM, €CIIM OH HaOupaer He MeHee 61 ycinoBHbIX OamioB. Tak,
Hanpumep, HabpaB B xome TK wu IIK 61 O0amioB, cTyaeHT rapantupyer cebe OLEHKY
«Y 1OBJIETBOPUTETHHOY.

5.2 OcoOenHocTH opraHu3anuu oOy4YeHUs] JIS1 JIUI € OTPAHHYEHHBIMM BO3MOKHOCTSMU
310POBbSI 1 HHBAJINI0B

[Tpu HEOOXOIMMOCTH OOYYAIOLIMMCS U3 YHCJIA JIUII C OTPAaHHYECHHBIMH BO3MOKHOCTSIMU 3/I0POBBS H
MHBAJIUIOB (T10 3asIBJICHUIO 00YYaIOIIET0Cs) IPEAOCTaBIIsAETCS yueOHass HHPOPMALUs B TOCTYITHBIX
dbopmax ¢ y4eToM UX HHAUBUAYATBHBIX ICUXO(PU3UIECKUX OCOOCHHOCTEH:

- JUIs JIUL] ¢ HapYUICHUSIMHU 3PEHUs: B Ne4aTHON (GopMe yBeIHMUeHHBIM mpudToM; B Gpopme
AIIEKTPOHHOIO JIOKyMEHTA,; WHAUBHU1yaJIbHbIE KOHCYJBTallH c IPUBJICYEHUEM
TU(IIOCYpIOTIEPEBOUNKA; UHIMBUAYAJIbHBIE 3aaHNs, KOHCYJIbTALUU U JP.

- 17151 JIMIL C HApYLICHUAMH CyXa: B Ie4aTtHoi Gopme; B (hopMe IEKTPOHHOTO TIOKYMEHTA,
MHAWBUAyalIbHbIE KOHCYIBTAIlMM C MPUBJICYEHUEM CYypIOTIEpEeBOAUNKA; UHIMBUYaJIbHbIE 3a/1aHNUS,
KOHCYJIbTAllUM U JP.

- U1 JIAL ¢ HApYIICHUSIMH OMTOPHO-ABUTaTEeIBLHOTO anmnapaTa: B medaTHoi (opme; B popme
AIIEKTPOHHOIO JOKYMEHTA; MHIANBHyaJIbHBIE 3a1aHUs, KOHCYJIBTALMN U JIP.

6 ®oH OLEHOYHBIX CPEACTB JISl MPOBEACHHS TEKYILIero KOHTPOJSA W NMPOMEKYTOYHOM
arTecTalMu 00y4aroIMXCH MO JMCUMILIHHE (MOTYJIIO0)

B coorBerctBum ¢ TpeboBaHmsMu DPI'OC BO s arrectanmuu  oOydyaroImuxcs Ha
COOTBETCTBUE UX TEPCOHAIBHBIX JOCTHKCHUN IJIAHUPYEMBIM pe3ylibTaraM OOy4YeHHs II0
JUCIUTIINHE (MOIYIIO) CO3MaHbl (DOHIBI OIIEHOYHBIX CPENCTB. THMOBBIE KOHTPOJILHBIC 3aaHUS,
METOJIMYECKUE MaTepHallbl, ONPEACISAIONIUE MPOLEAYpPhl OIICHUBAHUS 3HAHW, YMEHUN M HABBIKOB,
a TaKkKe KPUTCPUU M IIOKa3aTeiad, HEOOXOAWMBIC NJIsi OLEHKH 3HAHWW, YMEHUH, HaBBIKOB W
XapaKkTEepHU3YIOIIKe 3Tarbl (POPMUPOBAHUS KOMIIETCHIIMHA B MPOIECCE OCBOEHHUs 00pa30BaTEIbHOM
nporpammel, rpeacTanieHsl B [Ipunoxennn 1.



7 Y4yeOHO-MeTOAMYECKOE M NH(POPMALMOHHOE 00eceuyeHue TUCHUIJINHBI (MOIYJIs1)

7.1  Ocnoenaa numepamypa

1. babam A.B., BapanoBa E.K. MonenupoBanue CHUCTEMBI 3allUTHI WHPOPMALUU:
[Tpaktukym : YuebHoe mocobue [DnekTponHsbIil pecypc] : PUOP , 2020 - 320 - Pexxum gocrymna:
https://znanium.com/catalog/document?id=357569

2. 3Bammra nHopmanuu : yuedHoe mocodue / A.Il. Kyk, E.Il. XKyk, O.M. Jleneurkus,
A.N. TumomkuH. — 3-¢ m3a. — Mocksa : PUOP : UHOPA-M, 2023. — 400 c. — (Bsicmee
obpazoBanmue). — DOI: https://doi.org/10.12737/1759-3. - ISBN 978-5-369-01759-3. - Tekcr :
anekTpoHHbId. - URL: https://znanium.ru/catalog/product/1912992 (nara obpamenus: 26.02.2024).

3. Kazapun O. B., 3a6abypun A. C. [IPOTPAMMHO-AITIIAPATHBIE CPEACTBA
3AHIUTBI UHOOPMAILIUN. 3AIIUTA TTPOITPAMMHOI'O OBECIIEUEHUS. YueOHuk wu
MpPaKTUKYM JJIsI  By30B [OyekTpoHHBIM pecypc] , 2020 - 312 - Pexum pocrymna:
https://urait.ru/book/programmno-apparatnye-sredstva-zaschity-informacii-zaschita-
programmnogo-obespecheniya-452368

7.2 /[onoanumenvnas numepamypa

1. Axmapos, [1.b. KogupoBanue u 3ammuta uHopmanuun : ydebHoe mocodbue / ILB.
AxmapoB .— IbxkeBck : ®I'BOY BO WMxesckas ['CXA, 2016 .— 136 c¢. — URL:
https://lib.rucont.ru/efd/363163 (mara obpamenus: 15.04.2024)

2. Beenenne B kpunrorpaduio : YdyeOHOoe mocobme [DIEKTpOHHBIN pecypc|

N3narensctBo ®OPYM , 2020 - 240 - Pexum mocrtyna: https://znanium.com/catalog/document?
1d=345516

3.  TlporpammHo-anmapaTtHas 3ammuTa HHPOpMAIMK : YdeOHoe mocodue [DIIeKTpOHHBIN
pecypc] :  HWzpmarenbctBO  @D®OPYM , 2019 - 352 - Pexum  goctyna:
https://znanium.com/catalog/document?id=340852

7.3 Pecypcovr ungpopmayuonno-menekommynuxkayuonnou cemu "UHnmepnem',
6KNI04as npogeccuonanvuvie 0a3vl OAHHLIX U UHOOPMAUUOHHO-CHPAGOUHDbLE
cucmemsl (npu HeoOX00UMOCmMuU):

1. CIIC Koncynpraatllmtoc - Pexxum noctyma: http://www.consultant.ru/

2. OnexkrtponHas Oubnuoreunas cucrema ZNANIUM.COM - Pexum pocryna:
https://znanium.com/

3. DOnexrpoHHo-O0mOMmMoTeyHas cuctema "ZNANIUM.COM"

4. DOnextpoHHO-OMOMMOTeuyHas cucrema "PYKOHT"

5. OneKTpoHHO-0MOIMoTeuHast cuctemMa usnatenberBa "HOpaiit" - Pexxum mocryna:
https://urait.ru/

6. Open Academic Journals Index (OAIJI). [Ipodeccuonanbhas 6a3a naHHBIX - Pexxum
noctyma: http://oaji.net/

7. [Ipesunentckast Oubnmoreka um. b.H.Enpumna (6a3a [gaHHBIX pa3iMYHBIX
npodeccruoHaIbHBIX o0macTeil) - Pexxum nocryna: https://www.prlib.ru/

8 MarepuajbHO-TeXHHYECKOEe o0ecreyeHue JAUCHMIUIMHBI (MOAYJs) W TepeYeHb
HH(OPMAIMOHHBIX TEXHOJIOTHi, HCIO/Ib3yeMbIX MPH OCYILIECTBJICHHH 00pPa30BATEJILHOIO
npouecca no AUCHMILINHe (MOYJ/II0), BKJIKOYAs NepevyeHb MPOrPaMMHOro odecreyeHust

OcHOBHOE 000PYI0BAHUE:

- Byanp-I'eHepaTop akycTHYECKHX M BUOPOAKYCTHUECKUX TOMEXOBBIX CUTHAJIOB

- Mynstr. menuiiblii koMriekT Ne 2: IIpoekrop Panasonic PT-LX26HE, mortonounoe
kperuienue Tuarex Corsa, kieMMHbINH Moy Kramer WX -1N, konnektop VGA, skpan Lumien
Ecopicture



- [lepconanbublii komnbroTep Nel "B-tronix professional 3872\2015"

Cmapt-AB (Ha ©Oaze CKM-21.2)- IlporpammHo-anmapaTHbIi KOMIUJIEKC OLEHKU
3QGEKTUBHOCTH  3aIUUTBl  peuyeBOM HMHPOpPMALMM OT YTEUKH IO aAKyCTUYECKOMY U
BUOPOAKYCTHUECKOMY KaHaJaM

- Conarta-P3.1 CpenctBo akTMBHOM 3amIuThl MHPOPMAIIMK OT YTEYKH 32 CUET MOOOYHBIX
AIIEKTPOMArHUTHBIX KOJICOAHUH U HAaBOJOK
- Cnextpoananuzarop [IFR2397

[TporpaMMHOe obecrieueHHe:
- Microsoft Windows 7 Ultimate Russian
- VMware Workstation 9 for Linux andWindows
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1 Ilepeyenb popMHEpyeMbIX KOMIIETEHIHIT

Hassanne OITOIT BO, Koz u popmynupoBka KOMITETEHITH
COKpallleHHOE "

Kon u ¢hopmynipoBKka HHANKATOPA JOCTHKEHHS
KOMIIETEHIIUH

01.03.04 «ITpuknagsa
s MAaTEMaTHKa»
(B-TIM)

VK-8 : CriocobOeH co3aBaTh U IO
JIEP’)KUBAThH B TIOBCETHEBHOM XKU3HU
1 B MpoeCcCHOHATLHOMN eATSTLHOC
TH 0€30MMacHbIe YCIOBHS KUIHEICIT
€JIHOCTH ISl COXPaHEeHUsT TIPUPOIH
ot cpenbl, 00eCIIeUeHNs YCTONINBO
r'0 pa3BHUTHUS 0OLIECTBA, B TOM YHCI
€ TPH yrpo3e U BOZHUKHOBEHUH Upe
3BBIYAIIHBIX CUTyallui U BOCHHBIX K
OH(IUKTOB

YK-8.2B : Biageer HaBbIKaMH KyJIbTyphl Oe30mac
HOCTH U PUCK OPHEHTUPOBAHHBIM MBIIIICHHEM IT
0 BOIpOcaM 0e30MacHOCTH ¥ COXPaHEHHS OKPYX
aro1el cpensl

KommereHnust cuutaercsi chOPMUPOBAHHON Ha JAHHOM JTalle B Clydae, M IOJyYCHHbIC
PE3YILTAaThI 06y‘ICHI/ISI o JUCHUINIMHE OLCHCHBI IIOJOXUTCIBHO (III/IaHaBOH KPHUTCPUCB
OLICHUBAHUSI PE3YJIETaTOB O0yUYCHUS «3aU4TCHOY, YIOBICTBOPUTEIHEHOY, «XOPOLIO», KOTIHIHOY). B
Cllydae OTCYTCTBHSI TIOJIOXKHMTEIBHOW OLCHKM KOMIICTCHIMS HA JAHHOM OTale CYHTaeTCsl
HeC(OPMHUPOBAHHOM.

2 Iloka3aTe/im OeHUBAHMS IJIAHUPYEMbIX Pe3yJbTATOB 00yUYeHUs

Komnerenuus YK-8 «Criocoben cozaBaTh U MOAAEP>KUBATh B TOBCETHEBHOM KU3HU U B
pohecCHOHANBHOM e TENIbHOCTH 0€30I1acHbIE YCIOBHS JKU3HEAEATEIIBHOCTH JIIsl COXpPAHEHUS
MIPUPOJIHOM cpesibl, 00ecTieueHUs! YCTOMUNBOTO pa3BUTH 00IIECTBa, B TOM YHCIIE MPU YTPO3€e U
BO3HMKHOBEHUH YPE3BBIYANHBIX CUTYalMH U BOCHHBIX KOH(DIUKTOBY»

Ta6mmma 2.1 — Kputepuu OolleHKH WHANKATOPOB TOCTHYKCHHS KOMITETEHIIUN

Pe3ynbraThl 00y4YEeHUs [0 AUCHUTLTHHE
K T
Kon 1 popMyarpoBKa HHAUKAT . Kpurepuu olieHUBaHUS PE3ybT
opa IOCTHXKEHUSI KOMIIETEHIIMN Oox o aToB 00yYeHUs
pe PesynbraT
pe
3_
3_
Ta
Ta
YK-8.2B : Bnaneer HaBbIKaMH K CdopmupoBasieecs cucTeMar
YIBTYpPBI 0€30MTaCHOCTH U PHCK P 3H | COBpPEMCHHBIX 3aKOHOB, CTAHIA | HMYecKoe 3HaHHE COBPEMEHHBIX
OPHMEHTHPOBAHHBIM MBIIIUICHUE I | am | pTOB, METONOB M TEXHOJIOTHI B | 3aKOHOB, CTAHAAPTOB, METOIOB
M T10 BorpocaM Oe3omacHocTn 1 | 1 ne | obmacTy 3ammTH HHGOPMAIUN 1 TEXHOJIOTHH B 00TACTH 3aIIUT
COXpaHEHHs1 OKpYIKaloLIe cpex bI HH(DOpMAIIH
bl I CdopMupoBaBILIEeCs CHCTEMAT
n am TpeOOBaHUit K 3amuTe HHOOPM WYeCKOe 3HaHUE TPSOOBAHUI K
5 ue | @LUAH OIPEIENEHHOrO THIA 3ammuTe HHpOpPMALUH OIIpeaee
HHOTO THUIA
v Cchopmupoasmieecst CHCTEMAT
P o UCIIOJIH30BaTh COBPEMEHHBIC IIP | HMYeCKOe YMEHHUE UCIIOIb30BaTh
I e | CTPAMMHO-aNNApaTHbIe CPEJICT | COBPEMEHHbIE MPOrPAMMHO-aIII
3 de | @33WHTH nHpopManun apaTHBIE CPEJCTBA 3AIIUTHI HH)
OpMaru
vy
P Ccopmupoasmieecst CHCTEMAT
M obecreynBaTh 3aIUTy HHOOPM
bl MYECKOe YMEHHE 00eCTednBaTh
eH | auun
4 e 3amuTy HHbOpMaLUK




H CdopmupoBasieecst cucreMar
P BJIaJICHUS] COBPEMEHHBIMH METO
aB MYECKOE BIIaJICHUEC COBPEMECHH
I JaMu 00eCIeYeHH s 3aIUThl HH
BI BIMH METOJIaMH 00ECIICYCHUSI 32
5 (dhopmaru
K HIATH HHPOPMAIIUU
P 3u CdopmupoBasieecst cucreMar
I ap | COBPEMEHHBIX METOJIOB U CPEJIC | HUECKOE 3HAHUE COBPEMEHHBIX
6 Je | TB 3AIHTHL uHpopmarun METOJIOB ¥ CPEACTB 3alIUTHI UH
hopmaru
P v CdopmupoBasieecst cucreMar
1 M aHATM3UPOBATh MHPOPMAIIOHH | WYECKOe yMEHHE aHATN3UPOBAT
7 eH | yro 0e30macHOCTh OpraHu3aluN | b HH(GOPMAMOHHYIO 6E30IIacHO
ue CThb OpPraHu3aluu
CdopmupoBasimeecst cucteMar
H | BmajgeHws cOBpeMEHHBIMH TEXH
P WYeCKOe BIaJIeHHe COBPEMEHH
aB | omorumsmu u MeTomaMu odecred
pi| . BIMH TEXHOJIOTASIMU H METO/IaM
BI eHHs HH(OPMAIIMOHHOH Oe30ma
8 u obecrieueHNs MHHOPMAIIOHH
K CHOCTH OpraHH3aluu .
0if 0€30I1aCHOCTH OpPraHU3aINU
. CdopmupoBasieecst cucteMar
P 3H | COBpPEMEHHBIX TEXHOJOTHH, MET
MYeCKOe 3HaHUE COBPEMEHHBIX
pl| aH | omwk u cpeacTs 3amuTH HHGOP N
TEXHOIIOTHI, METOJIUK U CPENICT
9 ue | mauuu
Ba 3aIIUTH HHOpMaIH
P v Ccopmupoasmieecst CHCTEMAT
1 M YIpaBIATh, HHOOPMAIIMOHHON 6 | WYeCcKoe YMEHHUE YIPABIATh HH
10 | € | esomachocteio opranusaiuy (hopManOHHOW 6€30TTaCHOCTD
ue 10 OpTaHU3aIHuN
P H | gpagenns meromamu onenxu pu Cchopmupoasmieecst CHCTEMAT
1 aB | ckoB HH(OPMALMOHHOM Gesorra | MUYCCKOE BIANCHHE METONAMH O
1| ¥ CHOCTH IIEHKH PUCKOB HH(DOPMAIIIOHHO
K i 6e30macHOCTH

Tabnuna 3anoiHsAeTCsl B COOTBETCTBUU C pazzenoM 1 Pabouell mporpammbl AMCHMITIIUHBI

(Momyst).

3 IlepeyeHb OLICHOYHBIX CPEICTB

Ta6mmma 3 — [lepeueHb OIIEHOYHBIX CPEACTB MO TUCIUILIAHE (MOIYIIIO)

KonTponupyemsle miaHupyemsie pe3y
JBTATHI O0yUYCHUS

KOHTpOJ’[I/IpyeMBIC TCMBbI

HaumeHoBaHHE OIIEHOYHOTO CPEACTBA U TP
encrasienne ero B DOC

JTUCLIUIIIMHBI

Texymuii KOHTPOJIb

IIpomesxxyTounas at

TecTarus
OuHas popma 00yUeHHUS
P11 3HaHHUE : COBPEMCHHBIX 32 | 1.1. Benenue B uHpOpM [IpakTuueckas pabo CobeceoBane
KOHOB, CTaHJApTOB, METO AIMOHHYI0 0€30MacCHOCTh Ta
JIOB M TEXHOJIOTHH B 00J1a 210
CTH 3alIUTHI I/IHq)OpMaI_lI/II/I -~ | [PUMEHEHHE HHq)OE
MAaIMOHHBIX TEXHOJIOTUH
J1s1 m3y4eHus BormpocoB o | Ilpaktudeckas pabo
A Y P P p CobecenoBanue
PraHU3aHOHHO-IPABOBO Ta
ro obecneueHus HHGOPM
AIIMOHHOM 0€301acHOCTH
1.3. TIpaBoBoOe obecnieueH
. IMpakTudeckas pabdo
ne nHPOpMannoHHOI1 6e3 a CobecenoBanue
OIMACHOCTH
P2 3uanue : TpeboBanmii k 32 | 1.3. [IpaBoBoe oOecnieueH
. INpakTHdeckas pado
muTe nHdopMaImy onpex | ue nHGopMaMoHHOH Oe3 a CobGecenoBanue
@JICHHOTO THIIa OIIaCHOCTH




1.5. Opraau3anuoHHOE O

[IpakTuueckas padbo

Oecrieuenne HHPOPMALIUO a CobecenoBanue
HHOM 0€30I1acHOCTH
1.6. Peanuzanust paboThI
WA P IMpakTudeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KJIIOYEH
P13 YMeHue : UCIoJIb30BaTh C 1.4. Vcnionb30Banue KpUI
INpakTryeckas pado
OBpPEMEHHBIC IPOTPAMMHO | TOTpapUUSCKUX CPEJICTB 3 ra CobeceoBanue
-armmaparHble CPEeJICTBA 3a amuThl HHGOpMAIH
UATE! HHOPMAIHH 1.7. TexuuuecKue cpeacT
[IpakTryeckas padbo
Ba M METOJLI 3AILMTH UH a CobeceoBanue
(dhopmarnmu
1.9. IlporpaMmHo-anmnapa
THBIE CPEICTBA U METObI ITpakTuueckas pado
pen A P p CobecegoBanue
obecrieueHust vHpopManu | Ta
OHHOM 0e30macHOCTH
1.10. Hactpotika 6e3omac - 6
HOTO CETEBOTO COE/IMHEHH PAKTIHECCKAA PA0O |\ Goceopanme
Ta
Pl
1.12. AHTUBUpPYCHBIE CpE
Py P [IpakTrueckas padbo
JICTBA 3aIIUTHI HH(POpMAI] a CobecenoBanue
5078
P14 Ymenue : obecrieunBath 3 | 1.4. Mcronp3oBanne Kpui
IMpakTudeckas pado
amuTy UHQOPMAIIH TorpaduIecKux CpesCTB 3 a CobecemoBanue
amuTh HHGOpMAIH
1.5. Opranu3amnuoHHoe o
P 1 INpakTrdeckas pado
OecrieueHre HHPOPMAITUO ra CobeceoBanue
HHOM 0€30ITaCHOCTH
1.6. Peanuzanus padboOTHI
1ui p [IpakTryeckas padbo
UHPPACTPYKTYPBI OTKPBIT a CobeceoBanue
BIX KJIIOYEH
1.7. Texau4eckue CpeacT
pen [IpakTuueckas padbo
Ba M METOJIbI 3aIIIUTHI MH a CobecemoBanue
(dopmarmu
1.9. IlporpaMmHo-anmnapa
THBIE CPEICTBA M METOIbI [IpakTuueckas padbo
pe A p p CobecemoBanue
obecnieueHus nHGoOpManu | Ta
OHHOM 0€30IaCHOCTH
1.10. Hacrpoiika 6e3omac
INpakTHdeckas pado
HOTO CETEBOTO COS/IMHEHH | CobecemoBanue
a1
1.12. AaTHBHUPYCHBIE CPE
Py P [pakTndeckas padbo
JICTBA 3aIlUTHI HH(pOpMAI] a CobeceoBanue
U
PI5 HaBrik : BageHusi coBpe 1.7. Texauuyeckue cpeact
A A P pen [Ipaktuueckas padbo
MEHHBIMHA METOJaMU 00ec | Ba M METOBI 3aIUTEHI HH a CobecenoBanue
MeYEHUS 3alUThI HHGOPM | (opmaruu
anuun 1.8. CpexnctBa creranorpa
-6 Lpel P [pakTrnyeckas pado
¢um st 3amuTe HHGOPM a CobecenoBanue
auun
1.9. IIporpamMHo-anmnapa
THBIE CPEICTBA M METOIbI [IpakTraeckas padbo
pel A P p CobecemoBanue
obecrieueHns nHGoOpManu | Ta
OHHOM 0€30IMacHOCTH
1.10. Hactpoiika 6e3omac
INpakTryeckas pado
HOTO CETEBOTO COSJIMHEHH | CobeceoBanue
a1
1.11. Kpunrorpadpunaeckn
P rpad [IpakTryeckas padbo
€ METO/IbI 3aIIUThI HH(OP CobeceoBanue

Malun

Ta




1.12. AHTUBUpYCHBIE CpE

[IpakTuueckas padbo

JICTBA 3aIIUTHI HH(POpMAI] a CobecenoBanue
uu
P16 3HaHHE : COBPEMEHHBIX M 1.1. Beenenue B uHbOpPM [IpakTuueckas pabo
CobecenoBanue
€TOJ0B ¥ CPEICTB 3aAUUTEL | aAIMOHHYIO 0€30MaCHOCTh Ta
nHpopManun
1.4. Ucnonp30Banue Kpun
P IpakTudeckas pado
TOrpa(UIecKUX CPEeaCTB 3 a CobecenoBanue
amuThl HHGOpMAIH
1.6. Peanmzarms paboTsI
A P INpakTHdeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobGecenoBanue
BIX KITFOUEeH
1.7. Texuuueckue cpeact
pen INpakTHyeckas pado
Ba M METOBI 3aIlIUTHl HH a CobecenoBanue
(dopmarn
Pa7 YMeHue : aHaNnu3upoBaTh 1.5. Opranu3aiioHHOe 0 Tpaxtuueckas pao
uHpopMannoHHy0 6e3on | OecreyeHue UHGOPMALIO a CobecenoBanue
ACHOCTb OpTraHH3aIHN HHOI 6€30I1acHOCTH
1.6. Peanm3anns paboTs
WA p IMpakTudeckas pado
HHPPACTPYKTYPHI OTKPBIT a CobecenoBanue
BIX KIItOUeH
1.7. Texuuueckue cpeact
pel INpakTHdeckas pado
Ba M METOJIBI 3aITUTHI HH a CobGecenoBanue
(dopmarn
1.9. IlporpammHo-anmnapa
THBIE CPEICTBA U METOJBI Ipakruyeckas paGo CobecenoBanme
obecrieyeHns nHpopManu | Ta
OHHOI1 Oe30macHOCTH
P8 Hagrik : B1ageHus coBpe 1.4. Vicnonb30BaHNE KPHII TpaxTuucckas pa6o
MCHHBIMH TEXHOJIOTHSIMH TOrpaUIecKuX CPeacTB 3 a CobecenoBanue
W METOJIaMH 00CCICUCHUS | aIIUTHI HH(pOpMAaIUH
HpOpMaLNORHOI Gesona | | 5. OpraHu3aIoHHoe O I 6
aKTHYECKas pabo
CHOCTH OpraHu3alKu Oecneuenne HHPOPMALLO Tap p CobecenoBanue
HHOU 06€30IacHOCTH
1.9. IlporpaMmHo-anmnapa
THBIE cpecTBa U MeTosl | [IpakTmueckas pabo Cobecenopatie
obecnieueHus nHGoOpManu | Ta
OHHOI 6€30MacHOCTH
1.10. Hacrpoiika Ge3omac
P INpakTHdeckas pado
HOTO CETEBOTO COS/IMHEHH | CobecenoBanue
st
1.11. Kpuntorpadguuecku
P rpag INpakTHyeckas pado
€ METO/IBI 3aIUTHI HHDOP a CobecenoBanue
MaIuu
P19 3HaHue : coBpeMeHHbIX Te | 1.4. Mcnonb3oBaHue Kpumn TpaxTieckas pa6o
XHOJIOTUH, METOJMK U cpe | TorpaduuecKux cpeicTs 3 a CobecenoBanue
JICTB 3aIUTHI KHQOPMAM | amIUTHl HHPOPMALIUU
" 1.6. Peanusarus paGoTh!
IpakTudeckas pado
HHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
BIX KIItOUeH
1.7. Texuuueckue cpeact
pel INpakTHdeckas pado
Ba M METOJIBI 3aITUTHI HH a CobGecenoBanue
(dopmarn
1.8. CpencrBa creraHorpa IpakTiyeckas pado
un uist 3T uHGOPM | 1y CobecenoBanue
anun
1.9. IIporpammMHuo-anmapa
THBIC cpeficTBa U MeToapl | [lpakTuueckas pabo CobeceoBarie

obecrieyeHnss HHGOpMAIH
OHHOM 6e30IMaCHOCTH

Ta




1.10. Hactpoiika 6e30mac
[IpakTuueckas padbo
HOTO CETEBOro COC/MHEHH | CobecenoBanue
s
1.11. Kpunrorpapuyecku
P pag IMpakTudeckas pado
€ METO/TbI 3aIIUTHI HHPOP a CobecenoBanne
MaIuu
1.12. AaTHBHUpYCHBIE Cpe
e [pakTrndeckas padco
JICTBA 3aIlIUTHI HH(POpMAI] Tap p Cobecenopanue
uu
P10 YMeHue : ynpaisiTh UH! 1.5. OpranuzannoHHOE O
A yrp b P 1 INpakTHyeckas pabo
OpPMAIOHHOW 0e30IacHO OecrieyeHue HHOOPMALIO a CobecenoBanue
CTBIO OpPTaHU3AINN HHO 0€30I1acCHOCTH
1.6. Peanmu3anus paboThI
WA p [IpakTuueckas pado
HHPPACTPYKTYPBI OTKPBIT a CobGecenoBanue
BIX KIItOUEeH
P11 HaBebik : BnaneHus mero, 1.6. Peanmu3arust paboThI
A 8 A WA D IMpakTudeckas pado
aMH OICHKH PUCKOB HH(PO | HMHPPACTPYKTYPHI OTKPHIT a CobecenoBanue
PMaIOHHON Oe30IacHOC BIX KJIIOU€il
™ 1.9. ITporpaMmHo-anmapa
THBIE cpeAcTBa U MeToapl | IIpakTuueckas pabo
peil A P P CobGecenoBanue
obecrieyeHns nvHGoOpManu | Ta
OHHOI1 Oe30macHOCTH
1.10. Hacrpoiika G6e3omac
INpakTHyeckas pado
HOIO CETEBOr0 COSNUHEHHN | CobecenoBanue
s
1.11. Kpuntorpaduuecku
P pag [Ipaktuueckas padbo
€ METOJIbI 3aIIUThl HHPOP a CobecegoBanue
Manuu
1.12. AaTHBHpYCHBIE Cpe
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4 Onucanue mpoueaypbl OlleHUBAHUS

KadectBO copMUpOBaHHOCTH KOMIIETEHIIMII Ha JaHHOM OJTame OICHUBAETCS IO
pe3yabrataM TEKYIIUX W TMPOMEXYTOUYHBIX aTTECTAIMil MPU TMOMOIIM KOJIMYECTBEHHOW OIICHKH,
BBIpOKCHHOW B Oamax. MakcumanbHash cymMMma OayIoB MO JMCHHMIUIMHE (MOmynmro) paBHa 100
Oammam.

Bux yue6Hoit gestensHo | OLICHOYHOE CPE/ICTBO
CTH CobecenoBatue [MpakTnyueckue paboTh HUroro
Jlexun 10 10
IIpakTnueckue

60 60
3aHATUA
IIpomexyTouHas aTTecta 20 20
st
CamocTosiTebHast paboT 10 10
a
HUroro 40 60 100

CymMmma 06anoB, HAOpaHHBIX CTYACHTOM IO BCEM BHJaM YUEOHOW JCSITEIBHOCTH B pamMKax
JICIIATUTHHBL, TICPEBOIUTCS B OIICHKY B COOTBETCTBHUU C TAOJUIICH.

Cymma banioB O1eHKa IO IPOMEKY

o XapaKTepI/ICTI/IKa KadyeCTBa Cq)OpMHpOBaHHOCTPI KOMIICTCHIINH
TOYHOHU aTTCCTAlluH

10 JUCHHUITIINHE




«3auTeHoy /

CTyaeHT IeMOHCTPHPYET CHOPMHPOBAHHOCTh NHUCIHILUTHHAPHBIX KOMIICTEHINH, 00
Hapy’KMUBaeT BCECTOPOHHEE, CHCTEMAaTHIECKOe U NTy0OKoe 3HaHUE y4eOHOTro MaTep
Maja, yCBOWJI OCHOBHYIO JTUTEPATYpPy U 3HAKOM C JOIOJIHUTEIBHOMN TUTEPATY PO, pe

ot 91 zio 100 «OTIINYHOY KOMCHJIOBAaHHOM MPOrpaMMOid, yMeeT CBOOOTHO BBITIOHATH MPAKTUUCCKHUE 3a/IaHMs,
MIPEIyCMOTPEHHBIC IPOTPaMMOi, CBOOOIHO ONEpHPYET NPHUOOPETEHHBIMH 3HAHUSIM
U, YMEHUSIMH, IPUMEHSET UX B CUTYaLUsAX TOBBILIEHHOHN CIOXHOCTH.
CTyneHT IeMOHCTPHPYET CPOPMUPOBAHHOCTD IUCIHUILTHHAPHBIX KOMIIETCHIUIA: OC
ot 76 10 90 «3auTeHO» / HOBHBIC 3HAHUs, YMEHUSA OCBOCHBI, HO JOITYCKAIOTCS HE3HAYNTEIIbHBIC omvn61<1/1, HET
«XOPOLIO» OYHOCTH, 3aTPYIHEHHUS IIPU aHATUTUYECKUX OINEpallUsiX, IEPEHOCE 3HAHUN U YMEHHU
1l Ha HOBBIE, HECTAHJAPTHBIC CUTYaLlUH.
CTyneHT 1eMOHCTpUpyeT chOPMUPOBAHHOCTh AUCIUIUIMHAPHBIX KOMIIETCHINH: B X
«3a4TeHO» / 0/1¢ KOHTPOJIBHBIX MEPOIPUSITHI JOMYCKAIOTCS 3HAYMTENIbHBIE OIIMOKH, IPOSIBIISIETC
ot 61 no 75 «YJIOBIIETBOPUTENbH s1 OTCYTCTBHE OTJICJIbHBIX 3HAHUI, YMEHUN, HABBIKOB 110 HEKOTOPBIM JUCUUTUITMHAPH
o» BIM KOMIICTCHIIWSIM, CTYICHT HCIIBITBIBACT 3HAYNUTEIBHBIC 3aTPYIHEHUS IIPU OIIEPUP
OBaHMHU 3HAHUSMHU M YMEHHUSAMM IIPU UX IICPEHOCE HA HOBBIC CUTYALWH.
«HE 324TCHOY /
or 41 110 60 S — VY crynenra He C(bOleI/IpOBaIiLI JHCLUTIIIMHAPHBIE KOMIIETCHIIUH, TIPOSBIICTCS HENO
CTaTOYHOCTB 3HAaHWW, YMCHUH, HABBIKOB.
HO»
«HE 3a4TCHOY /
JucuunnuHapHble KOMIIETeHIMM He chopmupoBaHbl. [IposiBasercs mosHoe HIH
ot 0 110 40 «HEYJI0BJIECTBOPHTEH

HO»

MPaKTUYCCKU MMOJIHOC OTCYTCTBUE 3HaHHﬁ, yMeHI/Iﬁ, HAaBBIKOB.

5 IlpumepHbIe OLICHOYHBIE CPeACTBA

5.1 IlpumepHBIii IepeYeHb BONPOCOB 0 TeMaM

Tema 1. BBenenue B nHpopManmoHHy0 0€3011aCHOCTh
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Oe3omacHocTH?
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Yro takoe nHpOopMaMOHHAsE OE30MACHOCTH?

[lepeuncnure OCHOBHBIE yIpo3bl HHOOPMALIMOHHON OE30MTACHOCTH.
Kakue cymiecTByroT MoJie HHPOPMALMOHHON Oe30macHOCTH?
Kakue meTonbl 3auuThl HHGOPMAIMK BBIIENAIOT?

Urto Takoe mpaBOBBIE METOIBI 3AIIUTH HH(MOpPMAIUN?

Yro Takoe opraHu3alMOHHBIE METO/IbI 3aLIUTHI HH(pOpMAIUN?

Yro Takoe TEXHUYECKHUE METOIbI 3alIUThI HH(pOpMAIN?

Yro Takoe mporpaMMHO-annapaTHbe METO/Ibl 3alUThl HHpOpMaLUn?
Yro Takoe Kpunrorpaduyeckrue MeTo bl 3aUThl HHPOpMALUU?

Uto Takoe ¢pu3ndecKue METOIbI 3alUTHl HHPOpMAIHH?

Kakue riaBHble rocy1apcTBEHHBIE OpraHbl B 00JacTH o0ecriedyeHnss HHPOPMALMOHHOM

[Tepeunciure BUIBI 3aTUIIIAEMON HH(POPMAIIUH.

Tema 2. [IpaBoBoe obecnieueHre MHPOPMAIIMOHHOM O€30MTaCHOCTH

W=

IIpaBo. McTrounuku npasa.
Kaxkue ocHOBHBIC 3aKOHBI B 001acTH 3aIUThl HHDOpMaIuu B PD?
[Tepeuncaure ocHOBHBIE Lienu U 3a1aun PO B obnactu obecriedyeHnss HHPOPMALMOHHOM

0€e301acHOCTH

Nk

oOnanarens?
8. Oxapakxtepusyiite OMoMeTprudecKre JaHHbIe KaK EPCOHAIbHbBIE JaHHbIE.
9. Yro Takoe npodeccuoHaibHas TaiiHa?
10. Yto Takoe ciyxkeOHas TaiiHa?
11. Yro Takoe koMMepueckas TaiiHa?
12. Yro Takoe pexuM KOMMEPUYECKOU TaliHbI?

Crparerust HaLMOHAIBHOM Oe3omacHocTU. JlokTprHa HHDOPMAIIMOHHOW OE30MaCHOCTH.
Uro Takoe KoHpUACHIIUATbHAS HHPOPMAITHS?

Uto Takoe nepcoHaabHbIE JaHHbIE?

B kakux cimyyasix BO3MOXKHO HCIOJIb30BaTh NMEPCOHANBHBIE TaHHBIE 0€3 cormacus
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Yro Takoe rocy1apcTBeHHas TaliHa?
Onumure nMpaBoBOW PEKUM I'OCYIapCTBEHHOMN TalHBI.
®3-149.
®3-152.
®3-98.
®3-390.
®3-395-1.
®3-126.
®3-374 u ©3-375.
[TocranoBnenue npasutenbcTBa Nel119.
Tema 3. OpranuzanuonHoe odecnieyeHre HHPOPMALIMOHHOM 6€301MacHOCTH

Kakue ocHOBHBIE MEXTyHapOAHbIE CTAaHIAPTHI B 001acTH HH(OPMAIIMOHHOHN Oe30macHoCTh?
«OpanxeBasi KHATa»
ISO/IEC 15408.
Kak cBsi3aHbI MEXyHAapOIHbIE CTAHAAPTHI U CTaHIAPTH PD?
I'OCT P ICO/MDK 27002-2012.
I'OCT P ICO/MDK 27005-2010.
CTO BP UBBC-1.1-2007. «Aynut nHbOpPMAITMOHHONW O€30TTaCHOCTHY.
PC BP UBBC-2.2-2009. «MeTouKa OLEHKH PUCKOB HapyIlIeHUs] UH(HOPMAIIMOHHON
0e30macHOCTI.
[Tpuka3z ®Cb Ne378.
ITpuxa3z @CTOK Ne21.
[Tpuxa3z ®CTIOK Nel7.
[Tpukaz ®CTIK No31.
ITpuxa3z ®CTOK Ne28.
[Tpuxa3z ®CTIK Ne638.
ITpuka3z @CTIK Ne9.
ITpuxa3z ®CTIK Nel19.
[Tpuka3s I'octexxomuccun Nel 14.
PykoBonsiue 1oKkyMeHTbI I 0CTEXKOMUCCHUM.
MepsI 3amuThl HHGOPMAIMY B TOCYAAPCTBEHHBIX HH()OPMAITMOHHBIX CUCTEMaX.
(Metoanueckuii nokymeHT ®CTOK).
Yro Takoe NoAUTHKA 6€30MacHOCTH?
Cny»x06a OezonacHocTu npeanpuatus. CTpykrypa. OyHKIUH.
TunoBast HHCTPYKLUS COTPYIHUKA 110 00eCTIeYeHNI0 NHPOPMALIMOHHOM O€30MacHOCTH.
OxoHoMHUYECKast pa3Besika. [IpOMBIIITIEHHBIN MIMTHOHAXK.
Tema 4. Texaudyeckue cpeACcTBa U METOJIBI 3alTUTHI HHPOPMAITUH

Yro Takoe MHKEHEepHas 3aIuTa 00bEKTOB?

Kakum criocobom onuceiBaeTcss MHXXEHepHas 3amura. Onucarb MOJIENb.
Kakwue cpencrsa NpuMEHSIOTCS U1 3aIIMTHI 1-ro nepumerpa?

Kakwue cpencta mpUMEHSIFOTCS U1 3aIIUTHI 2-T0 iepumeTpa’?

Kakwue cpencta mpuMeHsIOTCS U1 3aIIUTHI 3-T0 iepumeTpa’?

[TosxapHble CUTHAIU3ALUH.

OxpaHHbIE CUTHAJIU3ALNH

buometpus. buomerpuueckue xapakTepUCTHKH.

Yro Takoe TEXHUUECKUE KaHaJIbl yTeUKH HH(popMauu?

[lepeuncnure OCHOBHBIE BUJIbI TEXHUUECKUX KaHAJIOB yTEUKU UH(pOpManun?

. Uto Takoe cnemnmpoBepka?

. Yto Takoe crienuccieaoBanue?

. Yrto Takoe crnernoodcienosanne?

. IlepeuncnuTe METOABI 3aIIUTH HHPOPMAIIMH OT YTEUKH 110 3PUTEITLHOMY KaHaTYy.
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[lepeuncnure METOBI 3AIIUTHI MH(OOPMALIUY OT YTEUKH IO SJICKTPOMArHUTHOMY KaHAIy.
[Tepeunciure MeTOABI 3aIUTH HHGOPMAITUH OT YTEUYKH IO SJEKTPUICCKOMY KaHaTy.
[Tepeuncnute METOIBI 3aIIUTHI HMH(GOPMALIUK OT YTEUKU MO UHAYKIIMOHHOMY KaHAITy
[Tepeuncnute METOIBI 3aIUTHI MH(OOPMAILIUY OT YTEUKH IO MMApaMETPUICCKOMY KaHaTYy.
[lepeuncnure MeTOBI 3aIIUTHI HH(GOPMALIMK OT YTEUKU MO BO3AYIIHOMY KaHAJy.
[Tepeuncnute METOIBI 3aIUTHI MH(GOPMAIIUU OT YTEUKU MO0 BUOPAIIMOHHOMY KaHaTy.
[Tepeuncnute METOIBI 3aMUTHI HH(OPMALIUN OT YTEUKH IO aKYCTOIIECKTPHISCKOMY KaHAITY.
[Tepeuncnure METOBI 3aIIUTHI HH(GOPMALIUK OT YTEUKU MO ONTHUKOAIEKTPOHHOMY KaHay.
[lepeuncnure cpeacTBA M METOMABI 3aIIUTH HHPOPMAIHH OT YTEUYKH HHPOPMAIIHH B
TeneOHHBIX JIMHHSIX.

Tema 5. I[IporpaMMHoO-anmapaTHble CpPeICTBA M METOIbI oOecreueHuss MHPOPMAIMOHHOM

0€e30I1acCHOCTH

MRS

Yro Takoe nNporpaMMHoO-anapaTHbIe CPEeICTBA 3aLUTH HH(opMaIu?

Kakne MmexaHM3Mbl peasin3yloT POrpaMMHO-aIIapaTHbie CPeACTBA 3aIIUTHl HHPOPMALUU?
Kakue koMIploTepHbIe yrpo3bl OE30MACHOCTH CYIIECTBYIOT?

Yro Takoe cereBas pa3enka? Kakue MeTO/Ibl 3aLUTHI IPOTUB HEE CYLIECTBYIOT?

Yro takoe unbekuA? Kakne Buabl mHbEKIMH cyliecTBy0T? Kakue MEeTObI 3aIUThI IPOTHUB
HUX CyILIECTBYIOT?

Yro Takoe oTKa3 B o0cyxuBaHuu? Kakue MeTo/ bl 3aIUTHI IPOTHUB HETO CYILECTBYIOT?
OcHoBHBIE BUIbl IPOTPAMMHBIX YSA3BUMOCTEH.

Baknopsl.

Yro Takoe nepenoiaHenue Oydepa? MeTosl 3aIUTHI.

Yro Takoe nedekTsl popMaTHBIX CTPOK? MeTO bl 3aIIUTHI.

Yro Takoe 1eI0UUCIICHHbIE NTepenoHeH sI? MeToabl 3aluThI.

Ommbku 00pabOTKH UCKITIOUEHUN. MeTOIbI 3aIIUTHI.

Buenpenue koman1. MeTobl 3a1IUTHI.

HekoppekTHbie 00paboTku omuboK. MeToab! 3alIUThI.

I'onku. MeToab! 3a1IUTHI.

BeinonHenune koja ¢ 3aBbIIICHHBIMY TPUBUIIETUSMHU.

Artaka «YenoBek 1o cepeiuHe».

Yro Takoe [P-criypunr? Kakue MeToap! 3aIUTH POTUB HETO CYIIECTBYIOT?

ARP.

DHCP.

. NAT.

PAT.

[Pv4. IPv6.

Uro Takoe ARP-ciyppunr? Kakue MeTo b1 3a1IUTHI TPOTHB HETO CYIIECTBYIOT?

UYro takoe DNS Cache Poisoning? Kakue MeTObI 3a1IUTHI TPOTUB HETO CYIIECTBYIOT?
UYro Takoe NetBIOS/NBNS spoofing? Kakue MeTop! 3aTUTH IPOTHB HETO CYIIECTBYIOT?
VPN.

ConuanpHas HHXEHEpUs.

®poxa. Metonbl 60prOBI ¢ HpoaOM.

Uro takoe ¢pummHr? Kakue MeTo bl 3aIUThI TPOTUB HETO CYLIECTBYIOT?

Kapaunr. MeToasl 3a1uThl OT KapAUHTa.

Darkweb.

DMZ.

AHOHUMAaM3EPHI.

[Tpokcu-cepsepsl.

Pe3epBHOE KONIMpOBaHUE.

Honey pot.

DLP-cucremsl. SIEM-cucremsl.

CkaHepsl 0€30TTaCHOCTH.



40. Cuctembl 0OHApY>KEHUS BTOP>KEHHIA.
41. Cucremsbl IpeOTBpAILIEHUSI BTOPKEHHH.
42. BpenoHnocHsle nporpammsl. KoMiberoTepHble BUpychl. Buibl BUpycoB.
43. DKCIUIOUTSI.
44. Mexanu3Mm paboOThI BUpYCa.
45. AHTuBHpYCHL. Buabl aHTUBHpYCOB.
46. MexaHu3mbl pabOThl aHTUBUpYCA.
47. MexceTeBOM dKpaH.
Tema 6. Kpunrorpadudeckre MeToab! 3aIUThl HH(POpMaIH

Uro Takoe mmdp? Kakue Buap! mudpoB CymecTByOT?
Yro Takoe cummeTpuuHbli mudpp? Kakue cuMMeTprudHble IUQPPhI HCHONb3YIOTCS ceifuac?
Yro Takoe accumeTpuuHblil mudp? Kakue accumerpuunbie mudpsl HCTIONB3YIOTCS ceiiuac?
[TpuHIMI TOCTPOEHUS CUMMETPUYHBIX HIH(POB.
[TpuHIUI TOCTPOSHUS ACCUMETPUYHBIX HIH(POB.
CranaapTHble IIU(PBHIL.
[Torounsle muQpsI.
Yro Takoe xeu-pyHnkius? Kakue Buabl xem-QyHKINN Bbl 3HaeTe?
HepeBo Mepkia.
Yro Takoe 1udpoBast MoMucCh?
[Tudposas noanucsy RSA.
[Hudposas noanucey Imb-I"amars.
Yro Takoe HHPPACTPYKTYPa OTKPBITHIX KITIOUeii?
JKu3HEeHHBIN TUKIT KITIOYA.
AyTteHTHQUKanus, nIeHTH(GUKALNS, BepUDUKALHs, aBTOPU3ALIHSL.
[Tpocreiime MpoTOKOIBI UASHTH(PHUKALINY.
OcnoBHoli mpoTokoi Kerberos.
IPSec.
Blockchain.
Uro Takoe creranorpadus? [ToHsTHe cTeraHOKOHTEHHEpa.
Kakue BUIbI CTEraHOKOHTEHHEPOB CYLIECTBYIOT?
MeTobl co31aHus CTETAaHOKOHTEHHEPOB HA OCHOBE TEKCTOBOW MH(POPMALINH.
MerToabl co31aHus CTErAaHOKOHTEHHEPOB HA OCHOBE BUACOMH(DOPMALIUHI U CTOI/KAPOB.
MeTobl cO31aHUS CTETAaHOKOHTEHHEPOB HA OCHOBE ayJMOMH(pOPMALINH.
[{udpoBble BOASHBIE 3HAKU.

Kpamxue memoouueckue ykazanus

CobecenoBanne MPOBOAMUTCS B YCTHOM (hopMe BO BpeMs IOCIETHETO 3aHSITHSA 10 TEMe.
OOGyJaroremMmycsi 3agaeTcsi 2 CIIydyalHBIX BOIpOCa U3 CIHCKa BOMpocoB. OOyyaromuics MOKEH
OTBETUTHh Ha BOMNPOCHI B TeUeHHE 5 MUHYT. Bo Bpemst mpoBeneHust codece1oBaHNs UCIIOJIb30BaHUE
JUTEPATYphl U APYTUX UHPOPMAIIMOHHBIX PECYPCOB HE JIOMYCKAETCS.
LlIxana oyenku
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Ne Bamer Onwucanne

4 32-40 CTyAEHT MOJHOCTBIO OTBETHJI HA 33JJaHHBIE BOITPOCHI

3 24-31 CTyaeHT CMOT MOYTH MOJTHOCTHIO OTBETUTH Ha 3aJJaHHBIC BOIPOCHI

2 15-23 CTyJeHT 1a)l HEIIOIHbIH OTBET Ha BOIIPOCHL, HO CMOT IIepelaTh OCHOBHYIO CYTh BOIIPOCA
1 0-14 CryzeHT He cMOT WK ()parMeHTapHO OTBETHII Ha 3aJaHHBIE BOIPOCHI

5.2 Ilpumepsl 3a1aHUI 1151 BHINOJHEHHUS NPAKTHYECKUX padoT

Tema 1. Ilpuvenenwe wuHGOPMAIMOHHBIX TEXHOJOTUH JUII WM3YYEHHS BOIPOCOB
OpraHU3alMOHHO-IIPABOBOI0 o0ecreyeHnss HHPOPMALMOHHOM O€30MMacHOCTH.

Tema 2. Mcnionb30Banue KpUNTOrpaprUecKuX CPECTB 3aLIUTH UH()OPMALIHH.

Tema 3. Peanuzanuus paboTsl HHGPACTPYKTYPBI OTKPBITHIX KITHOUEH.

Tema 4. CpenctBa creraHorpauu JUist 3alUThl UHOOPMALHH.



Tema 5. Hactpoiika 6€30acHOTO CETEBOIO COEAMHEHUSI.

Tema 6. AHTUBHpYCHBIE CPECTBA 3AIIUTHI UH(POPMALIUH.

Kpamxue memoouueckue ykazanus

Ha BeImomHEHWE OTHOW MPaKTUYECKOW padOThl OTBOAMTCS HE Oojiee 3 JBYX4acOBBIX
3aHsaTHi. [locie BBITIOIHEHHS KaKI0M MPAKTHUECKON pabOThI CTYJAEHT JOJDKEH MPECTaBUTh OTYET
O €€ BBINOJHEHUU, a TaKXKe, MO YyKa3aHUSIM MPENoAaBaTeNsl, BBIIOJHUTH JOMOJHUTEIbHBIC
MPaKTUYECKHE 3aJaHUs TI0 TEME MPAKTHYECKON pabOoTHI.

LlIxana oyenxu

Ne Bamaer Omnucanne

CTyzeHT IeMOHCTPHUPYET YMEHHSI HA HTOrOBOM YPOBHE: YMEET CBOOOIHO BBIMOIHATH MPAKTUIECK
5 49-60 Ue 3a/1aHns, IPeyCMOTPEHHBIE TPOrpaMMOH, CBOOOHO OIEpHPYET NPHOOPETEHHBIMH YMCHUSIMU
, IPUMEHSET UX B CHTYalUsIX MOBBIIICHHON CIOKHOCTH.

CTyJeHT IeMOHCTPUPYET YMEHHS Ha CPEAHEM YPOBHE: OCBOWJI OCHOBHBIC YMEHUS, HO IOy CKAIOT
4 37-48 Csl He3HAUUTEJIbHbIEC OIUOKH, HETOYHOCTH, 3aTPYAHECHUS IIPH aHATUTHIECKHUX ONEPAIIX, TIEPEHO
ce yMECHUI Ha HOBBIE, HECTAHAPTHBIE CUTYaLlUH.

CTy,I(eHT JACMOHCTPUPYET YMCHUS U HABBIKM Ha 06a30BOM YPOBHE: B XOI€ KOHTPOJIbHBIX MEPOIPUST
3 24-36 THI JOIYyCKAKTCA 3HajH/ITCJ'II>HLIe 0H.II/I6KI/I, TIPOABJIACTCA OTCYTCTBUE OTACIIBHBIX yMeHHﬁ, HaBBIKO
B 10 JUCHUIITIMHAPHOW KOMIIETCHIMH, UCTIBITBIBAIOTCA 3HAYUTEIILHBIC 3aTPYAHCHUA IIPU OIIEPUPO
BaHUM YMCHUSIMU U ITPU UX NEPEHOCE HA HOBBIC CUTYallUU.

) 11-23 CTyzmeHT 1eMOHCTPHUpPYET YMEHHUS M HaBBIKH Ha yPOBHE HIDKE 0a30BOr0: MPOSIBISIETCA HEJOCTATOY
HOCTb YMEHHUH U HaBBIKOB.

1 0-10 CTyaeHTOM TIPOSBISIETCS MOTHOE WM MPAKTUIECKHU TTOJTHOE OTCYTCTBHE YMEHHI M HABBIKOB.
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